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Physical Infrastructure 
Improvements 



Small Power-Related Changes Can Add Up 
To Large Efficiency Gains In 2009 



by Elizabeth Millard 

Although the year ahead will increase 
budget awareness even more than usual, 
there are still crucial upgrades that need to 
be made to the physical infrastructure, and 
power-related changes will likely be ahead 
for many SMEs. 

Unlike large-scale 
proj ects — replacing 
an HVAC system, for 
example — power- 
related upgrades of- 
ten comprise many 
smaller pieces that 
add up to a larger 
whole. For instance, 
an enterprise may 
decide to swap out all 
of its environmental 
monitoring controls 
and then replace them 
with more strategical- 
ly placed feature-rich 
devices. 

Here are some tips 
for taking on this 
type of infrastructure 



improvement without feeling bogged down 
in planning time or unnecessary expenses. 

Plan Accordingly & Stick To The Plan 

SMEs tend to put off certain power-related 
upgrades, notes Brad Wilson, chief technical 
director at Geist Manufacturing (www.geist 




Key Points 



Replace legacy power strips with those that 
feature power and environmental monitoring. 
Focus on monitoring power at a level that 
includes monitoring individual circuits or 
even individual servers. 
Examine maintenance schedules and pro- 
cedures to determine whether they need to 
be tweaked for more efficiency. 
Consider single devices with multiple fea- 
tures, such as power and environmental 
monitoring folded into one product. 



mfg.com). A major change is replacing lega- 
cy power strips, often referred to as basic 
PDUs (power distribution units), with strips 
that add features of power and environmental 
monitoring. Many data centers tend to over- 
look this type of upgrade, Wilson says, 
although it can be important in the long run. 

"During the current business climate, 
where increasing power consumption is 
leading to cost reduction imperatives, power 
monitoring of individual circuits, or even of 
individual servers, can help justify power 
expense and help identify places where 
costs may be cut," says Wilson. He adds 
that this falls in line with the old adage, 
"What gets measured gets improved." 
Go to Page 10 



Protect Employees Who 
Use Outside Networks 



Simple Steps To Keep Road Warriors 
Safe When Using Public Networks 



by Kurt Marko 

The FIRST THING most road warriors do 
when crashing in their hotel room is fire up 
the laptop and look for an available Internet 
connection, yet in most cases, rashly hop- 
ping online makes about as much sense as 
using a toothbrush you find left in the bath- 
room. Today's mobile workforce, toting an 
assortment of wireless communications 
devices, relies on the virtually ubiquitous 
availability of some form of broadband 
Internet connection. While a few well- 
heeled, BlackBerry-addicted executives can 
subsist on a telco's 3G data service, most 
nomadic users look for cheaper (and faster) 



public Wi-Fi connections common in most 
hotels, cafes, and other public spaces. 

Wireless networking has undoubtedly been 
a boon for business travelers, but it's accom- 
panied by a number of risks. These include 
everything from data sniffing to attacks on 
exposed server processes such as file shares 
and network applications. Public networks 
vary widely in the attention their operators 
pay to security, so it's incumbent upon users 
to understand the potential vulnerabilities 
and to take precautionary security measures. 

Threats To Users From Public Networks 

According to a research report by the 
IT consultancies Core Competence (www 



.corecom.com) and the Farpoint Group 
(www.farpointgroup.com), in which they 
performed field testing of 27 public 
hotspots, "Overall, hotel broadband 
security varied quite a bit, from wide 
open to relatively tight." They note, 
"Vulnerabilities associated with hospitali- 
ty-provided broadband services run the 
gamut from common Internet pitfalls to 
more subtle exposures that put unsuspect- 
ing users at risk. Many hotspot visitors 
know about Wi-Fi eavesdropping, for 
example, and some protect their data 
using convenient SSL and other VPN tun- 
nels." They add that these measures, 
while helpful, are incomplete because 
PCs can still leak unencrypted LAN 
packets and expose server applications 
Go to Page 10 
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ServTraywith 75", 
17" or 19" monitor 



Rear Extension Bracket 
19S-22375" 




KVM Switch Module 



The ServTray Complete 
is a modular LCD KVM tray. 

(888) 225-6921 

www.blackbox.com/go/ServTray 



BOX 

NETWORK SERVICES 



Install a rackmounted keyboard, monitor, and mouse together with an integrated KVM switch module. 

Black Box ServTray Complete 

if you're looking for a way to make your server room even 
more functional without sacrificing valuable space, you've 
found it. The ServTray™ Complete by Black Box® — an inte- 
grated keyboard, monitor, and mouse that only takes up 
1 U of rack space— fits into standard server cabinets and 
enables you to manage as many as 16 PS/2® or USB 
servers or a combination of the two. They also provide 
out-of-band access to servers and centralized control 
of server resources. 

Designed for heavy-duty use, the ServTray Complete can 
replace that bulky local workstation you've been using. It's 
easy to install and access— just slide out the drawer and 
open the flat-screen monitor. When you're done, simply 



slide it back in place. The front panel conceals the unit 
when not in use. 

The ServTray Complete is available with screen sizes 
of 15, 17, and 19 inches, and it can accommodate KVM 
switching modules with 1 , 8, or 16 ports. Once you've 
chosen your screen size, switching module, and bracket 
extensions, just choose your cables and you're in business. 
The ServTray Complete mounts in a standard 19-inch cabi- 
net or four-post rack with depths from 1 9.5 to 39.5 inches. 

The ServTray Complete is just what you need to give your 
server room increased functionality and convenience — 
in only 1U of rack space. 



1 Networking & VPN ^^^^^H 


December 26, 2008 


1 Security ^^^H 


December 26, 2008 






Portable Mesh ' 
Node with Cipera ^ 





Firetide's HotPort 6000 wireless 
mesh nodes and HotPoint 4000 
wireless access points enable 
standalone wireless networks. 

HotPort 6000 mesh nodes: $1 ,295 to 
$2,995; HotPoint 4000 access points: 
$395 to $995 

(408) 399-7771 

www.firetide.com 



Standalone Wireless Networking 

Firetide HotPort 6000 & HotPoint 4000 



If there is anything better than reliable alarm 
monitoring and response supervision technol- 
ogy it's the wireless version of those abilities. 
Companies and individuals in a variety of 
fields, such as emergency services and secu- 
rity would benefit from the ability to wirelessly 
receive and act on alarms. A new wireless 
system of this nature has been developed by 
Digitize using wireless mesh technology from 
Firetide. 

Firetide's technology facilitates a cost- 
effective, rapid deployment and easy installa- 
tion, enabling employees to set up a stand- 
alone network without the need for IT 
personnel. The networks operate in the 
2.4GHz, 4.9GHz, and 5GHz frequency 
ranges. Firetide HotPort 6000 mesh nodes 
and HotPoint 4000 access points are 
equipped with HotView network management 
software and Firetide WLAN Controller soft- 



ware, respectively and feature WPA2 (Wi-Fi 
Protected Access 2), WEP (Wired Equivalent 
Privacy), and AES encryption for security 
as well as a proprietary encapsulation 
technology 

The Firetide HotPort 6000 wireless mesh 
nodes and HotPoint 4000 wireless access 
points come in both indoor and outdoor ver- 
sions, enabling users to set up a network in 
virtually any location. 

In addition to being cost-effective, the net- 
works are self-contained and easily reposi- 
tioned, so users can adjust to their changing 
needs on the fly 



firetide 



Remote IT Automation, Simplified 

Kaseya Endpoint Security 

& Backup And Discovery IVIodules 



In tough econonnic tinnes, optinnizing IT 
resources is crucial to business success. 
With autonnation, connpanies can deploy 
solutions quickly and efficiently Kaseya's 
answer to these issues is in the latest ver- 
sions of its KES (Kaseya Endpoint Security) 
and BU-DR (Backup and Disaster Recov- 
ery) nnodules. The new nnodules are de- 
signed to sinnplify rennote IT autonnation with 
seannless endpoint security, instant virtual- 
ization, and real-tinne disaster recovery 

The two nnodules provide different function- 
ality. The KES nnodule, integrated at the 
user-interface level and the database level 
with all other parts of Kaseya's IT autonna- 
tion software suite, lets users autonnate IT 
nnanagennent without sacrificing full visibility 
Users can keep an eye on all deploynnent, 
configuration, status, and operations of 
end-point security fronn a single Web-based 
console. KES provides seannless operation 
and nnanagennent of antivirus, antispyware, 
and rootkit protection for Microsoft OS- 
based servers, workstations, and nnobile 
connputers. 

Features of the BU-DR nnodule include In- 
crennental Forever and Synthetic Full Back- 
ups as well as Instant Virtualization. The 
backup functionality is designed to offer effi- 
cient offsite replication and user-defined 
archival capabilities. Features of Instant Vir- 
tualization include the ability to rennotely 
and autonnatically convert any backup to a 



VMware, ESX, or Virtual PC virtual disk. To 
nnake the restoration process less painful 
and recover files and folders in real tinne, 
users can set up a virtual environnnent and 
quickly have a key systenn up and running. 
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Kaseya Endpoint Security 2.0 

and Backup and Disaster Recovery 3.0 

simplify remote IT automation. 

(415) 694-5700 

www.kaseya.com 
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Barracuda Backup Service 
Integrates Local & Secure Offsite 
Backup For Disaster Recovery 

Starts at $99 per month 

(888) 268-4772 
www.barracudanetworks.com 
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Get Onsite & Offsite Backup 

Barracuda Backup Service 

The Barracuda Backup Service is an affordable, integrated 
local and offsite data backup and disaster recovery solution 
that combines an onsite appliance with a monthly subscrip- 
tion that replicates data to two offsite locations. Combining 
local and offsite storage provides the best of both worlds— 
onsite backups for the fastest restore times and secure, off- 
site storage for disaster recovery. 



Designed for organizations of any size, the Barracuda Backup 
Server creates a local copy of data and efficiently transfers the 
data offsite without any additional burden on production serv- 
ers. Offsite storage is monitored and managed by Barracuda 
Central as part of the Barracuda Backup Subscription, and tech 
support and emergency restores are included, as well. 



Deployed in varied, complex IT environments, the Barracuda 
Backup Service protects mission-critical business information, 
utilizes industry-standard networking protocols to access data 
for backup, and is compatible with all major operating systems. 

The Barracuda Backup Service Web control panel makes 
it easy to manage and back up data to multiple units at 
one or more locations— from anywhere. It also provides 
control of settings, reports, restores, statistics, and ac- 
count information in order to manage Barracuda Backup 
Servers and Barracuda Backup Subscription plans. In ad- 
dition, customers receive automated alert notifications via 
the Web control panel when conditions affecting backup 
service are detected. 
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Extensive Inventory Of Obsolete Components 



IGS Refurbished DEC Parts, Products & Systems 



IGS is the world's largest independent remanu- 
facturer and source of supply, service, and 
depot repair of Digital Equipment Corp.® parts, 
products, and systems. 

At IGS we maintain an extensive inventory of 
DEC parts and equipment. Some date from as 
far back as the '60s, but we also support products 
manufactured as recently as last year. We 
refurbish and service these parts, adding current 
technology when applicable. Our multimillion- 
dollar inventory, coupled with our worldwide 
sourcing expertise, enables us to fulfill your 
requirements rapidly and cost effectively. 



You can't afford anything less than zero defects, 
and neither can we. That's why we maintain the 
most advanced test equipment and thoroughly 
test every part before shipment. Our approach to 
customer satisfaction is straightforward: We pro- 
vide quality products, on time, at highly competi- 
tive prices, coupled with unparalleled service. 

We provide Advance Replacement Service 
within 24 hours if we have the item in stock, and 
with 75,000 stock items, chances are we will. 
That stock includes an unmatched inventory of 
parts and components, right down to assembly- 
level devices. 



IGS offers: 

• Refurbished and remanufactured hardware and 
software 

• Repair/exchange services 

• End-of-life support 

• VAX/Alpha servers and workstations 

• Migration services, including VAX to Alpha, 
VMS to NT, Alpha to Intel, and Alpha/NT to 
Alpha/Linux 

• Enterprise computing services 

• Storage area network 

• Design, configuration, and integration 

• Enterprise backup and storage management 

• VMS Cluster design and implementation 



IGS offers parts, service, and repair 
for DEC components and systems. 

(508) 866-1 171 ext. 235 

www.decparts.com 




1 Networking & VPN ^^^^^H 


December 19, 2008 


1 Security ^^^H 


December 5, 2008 






I'm InTouch SecurePC & SecureKEY 
prevent data loss and unauthorized access 
to your workstations while allowing your 
employees fast and secure remote control 
of their computers from anywhere. 

(800) 668-2185 

www.imintouch.com/secure 



Protect Your Business Against Data Breaches From Lost Laptops 

I'm InTouch SecurePC & SecureKEY 



Allowing employees to take company laptops 
containing confidential information outside the 
office is a security risk. If the laptop is lost or 
stolen, the data on the laptop is compromised 
and could fall into the wrong hands. Instead, 
use the I'm InTouch SecurePC and keep your 
data safely behind your corporate firewall. 

The SecurePC remote access terminal allows 
businesses to provide their employees with all 
the freedom of laptops without the security 
risks. Instead of storing their work on a laptop, 
employees can use the SecurePC to remotely 
control their office workstation from anywhere 
over the Internet using 01 Communique's I'm 
InTouch Premium remote access solution. No 
files can be saved to SecurePC, ensuring no 
data leaves the safety of the corporate network. 

For even more security, add the SecureKEY 
physical authentication USB device to prevent 



unauthorized remote access to company 
workstations. Only a computer with an 
employee's personal SecureKEY inserted 
into its USB slot can be used to remotely 
access the employee's workstation in the 
office. Even if the employee's remote access 
login password were compromised, unautho- 
rized access would not be possible because 
the SecureKEY would not be present. 

By combining the SecurePC, SecureKEY, 
and I'm InTouch Premium solution, businesses 
can deploy an incredibly secure remote access 
platform quickly and cost-effectively without 
any performance sacrifices. 

COMMUNIQUE 




DNF Security JetX portable 
surveillance systems are designed 
for use in rugged environments. 

Starts at $7,336 for an entry-level 
system with single display 

(800) 947-4742 

www.dnfsecurity.com 



Portable Surveillance Gets Rugged 

DNF Security JetX 

Portable surveillance is a powerful way to 
maintain security in rough environments. 
Whether it's a construction site in a remote 
location or the scene of an emergency, 
portable surveillance provides crucial help 
when it's needed most. DNF Security's JetX 
surveillance solution is ideal for mobile, offsite 
monitoring and recording. 

The series of devices includes three models 
with rugged systems designed to work in 
severe conditions with no interruption. The 
units each have one 15-inch or three 17-inch 
high-resolution LCD displays and an open 
platform for better compatibility 
with equipment such as cameras 
and video management software. 



systems feature a built-in high-resolution 
display, integrated keyboard and touchpad, 
and a rolling carrying bag. 

The JetX M-Powered product features a 
battery-powered system designed to provide 
long-lasting power in off-road applications 
and is also available in hybrid editions. The 
hybrid editions support up to 32 analog and 
eight IP cameras. Single-display JetX 
systems feature 2TB of internal storage 
capacity and a dual-core Xeon processor. 



The triple-screen systems support 
up to STB of storage. All JetX 



DNF 
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" Gartner: Mobile Phones 
To Soon Outnumber Wired 

Analyst firm Gartner pre- 
dicts tinat mobile phones 
will outnumber wired 
lines and office desk- 
top phones by 201 1 . 
Gartner also predicts 
that 23% of workers will 
only use mobile phones 
by 2012, which is a 4% 
increase from the cur- 
rent use. Employees 
who only use a desktop 
phone will stay steady at slightly more than 10% 
from now until 2012. Business users with both a 
mobile phone and a desktop phone will decline 
from more than 80% today to less than 70% in 
2012, according to Gartner. 

Palm Announces Loss, New Products 

Despite faltering sales in the smartphone market. 
Palm says it expects the next-generation operat- 
ing system will bring in customers once again. 
Palm announced a net loss of $506.2 million for 
its second quarter of fiscal year 2009, with $396 
million of write-down of deferred tax assets. The 
smartphone maker's revenues fell 39% from a 
year ago, down to $171 million. To help boost 
sales to competitive levels. Palm announced the 
launch of its Nova operating system, along with 
new handsets. Executives at Palm say the new 
OS will be focused on the mobile Internet. 

" Apple Buys Part Of Chipmaker 

Apple purchased 8.2 million shares of Imagi- 
nation Technologies Group, which amounts to 
about a 3.6% stake in the UK-based mobile 
semiconductor company. Apple, already a 
licensee of Imagination's technology, paid 58 
cents a share and will likely use the firm's tech- 
nology in future multimedia and communica- 
tions devices, such as the iPhone, iPod, and 
Apple TV. Imagination Technologies is respon- 
sible for a popular line of digital radios in the 
United Kingdom and the core technology be- 
hind the DAB (Digital Audio Broadcasting) 
standard. Shares in Imagination Technologies 
Group rose following the announcement. 

Palm Names Former eBay Exec 
As New CFO 

Palm named Douglas Jeffries, former eBay chief 
accounting officer, as the company's new CFO 
and senior vice president effective Jan. 7. Jeffries 
takes over for Andy Brown, who has held the 
position since December 2004. Jeffries most 
recently served as CFO for Pacific Ethanol and 
also served previous stints at GenCorp, Red 
Herring Communications, and Cardinal Health. 
Jeffries takes over Palm at a time when it is 
struggling to keep pace with RIM and Apple. The 
company recently announced the reorganization 
of its European and Asia Pacific business units, 
as well as employee reductions in the United 



States. Palm is expected to unveil the latest ver- 
sion of the Palm OS and possibly a new smart- 
phone at CES this month. 

Damaged Cables Cause Internet 
Service Disruption 

The Sea Me We 4 and Sea Me We 3 Internet 
and telephone lines, along with the Flag Telecom 
cable between the United Kingdom and Japan, 
were cut Dec. 1 9. Authorities haven't been able 
to determine the exact cause of the cut, although 
they suspect either an undenA/ater quake or a 
passing ship that snagged the line. Because of 
the cut, between 3,000 and 5,000 Internet routes 
were down, and there was a sizable loss of voice 
traffic between Europe and the Middle East. The 
situation was essentially a repeat of an occur- 
rence last January when cables were cut off the 
coast of Alexandria, Egypt, by ships in the area. 

I Company Execs Want To Spend 
To Save 

A study released by the consulting firm McKinsey 
found that although companies are tightening 
their belts in the tough economy, some execu- 
tives want to spend more on new IT investments 
as a way to ultimately increase their bottom lines. 

Currently, about 20% of 
companies' IT spending 
is on new initiatives, but 
the study shows that ex- 
ecutives would like to dou- 
ble that percentage. The 
number of executives 
(which includes ClOs and 
CEOs) that want to spend 
more on IT initiatives has 
dropped from nearly seven in 10 in 2007 to four 
in 10 in 2008. However, as the study was con- 
ducted in October, after the latest wave of eco- 
nomic troubles, the finding is still significant. 

I RIM'S Q3 Shows Lowered Profit, 
Strong Shipments 

RIM (Research In Motion), the Canada-based 
maker of BlackBerry smartphones, reported 
$396.3 million fiscal 03 profit, which fell in line 
with RIM's revised earnings estimates. A few 
weeks ago, RIM lowered its third-quarter earn- 
ings outlook to between $2.75 and $2.78 bil- 
lion, which was well short of the $2.77 to $3.1 
billion that analysts had expected. RIM Co- 
Chief Executive Jim Balsillie faulted product 
launch timing, the economic slowdown, and 
foreign exchange volatility for the missed tar- 
get. Despite intense competition from the latest 
Apple and Nokia smartphones, RIM shipped a 
record 6.7 million devices in the quarter, saw 
revenues up 66% from last year, and increased 
its subscriber base 14% to 21 million. 

Media Reform Advocacy Group 
Calls For Broadband Access 

Free Press, a media reform advocacy group, 
advised the U.S. government and President- 
Elect Barack Obama to invest in more broad- 
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band infrastructure so that underserved places, 
such as rural areas, will have broadband access. 
Through several government programs, tax cuts, 
incentives, and a cash investment of $44 billion 
over the course of three years, the group hopes 
that many new jobs will be created in the telecom 
industry in addition to connecting previously 
unreached broadband users. 

Linux Foundation Names New CTO 

The nonprofit Linux Foundation, which works to 
promote the growth of the Linux platform, has 
tabbed Ted Ts'o as the organization's new CTO. 
Already a Linux Foundation fellow, Ts'o is "one of 
the most highly regarded members of the Linux 
and open-source community and is known as the 
first North American kernel developer," according 
to the Linux Foundation. Ts'o replaces Markus 
Rex, who is returning to Novell full time as that 
company's acting general manager and senior 
vice president of its Open Platform Solutions unit. 
Ts'o's responsibilities will include the oversight of 
the Linux Standard Base and such other work- 
groups as Open Printing. Additionally, he will "be 
the primary technical interface to LF members 
and the LP's Technical Advisory Board." Ts'o has 
been with IBM since 2001 working as a senior 
technical staff member, and he contributed to 
IBM's recently released real-time enterprise Lin- 
ux software platform. In 2006, the Free Software 
Foundation honored Ts'o with the Award for the 
Advancement of Free Software. 

Green IT Growing 

Twice as many companies are accelerating 
green IT operations as are slowing them in 
response to the current economic outlook, 
according to a Forrester Research survey. 
Saving money was the most-cited reason for 
increasing green initiatives. About 85% of the 
more than 1 ,000 companies surveyed are not 
making any changes to green IT programs or 
say it is too soon to tell how the economy will 
affect plans. The survey also shows that 25% 
of companies are implementing comprehensive 
green IT programs, up 1 0% from 2007. Another 
27% are making plans to go 

green, and 34% are con- 
sidering it. Compa- 
nies surveyed 
cover the United 
States, Europe, 
the Middle East, 
Africa, Asia Pa- 
cific, Japan, and 
other regions; most 
(71%) have at least 
1 ,000 employees. 

Cisco Gains In Telephony Market 

Cisco led the enterprise telephony market for 
the first time during the third quarter of last year, 
according to the latest report from Infonetics. 
With a market revenue increase of 19% in PBX- 
KTS equipment, Cisco is gaining ground while 
its competitors remain steady or slightly de- 
crease. On the whole, the enterprise telephony 
market rose 8%; the IP PBX sector saw a 9% 
revenue increase. From quarter to quarter, IP 
softphone shipments climbed 25% in the third 
quarter. For the first time, equipment sales in the 
TDM segment are not expected to reach more 
than $1 billion. 




h Study Predicts How Internet 
Used In Future 



Be 



NOTE: This information is meant for reference only and stiould not be used as a basis for buy/sell decisions. 



According to a survey of global Internet leaders, 
humans will use mobile devices as their primary 
medium for logging online in the year 2020. The 
Pew Internet & American Life Project compiled 
the findings of experts to produce "The Future 
of the Internet III," an assessment of the way in 
which the Internet will be utilized around the 
world in 2020. The results indicate that the 
physical and virtual separation of work and per- 
sonal life will become increasingly blurred. 
Network architecture is likely to be restructured 
while current new technologies, such as voice 
recognition and touch-based interfaces, will be 
more ubiquitous. 
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Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you don't see a meeting listed in 
your area, visit www.afcom.com, www.aitp.org, 
or www.issa.org to find a chapter near you. 



- JANUARY - 

Storage Visions 2009 Conference 
Jan. 6-7 
Las Vegas, Nev. 
www.storagevisions.com 

AITP Washington D.C. 
Jan. 8, 6:30 p.m. 
Alfio's Restaurant 
4515Willard Ave. 
Chevy, Md. 
aitpwashdc.ning.com 



AITP Chattahoochee Valley 
Jan. 15, 12 p.m. 

Columbus Regional Library 
3000 Macon Road 
Columbus, Ga. 
www.cvcaitp.org 



AITP Omaha 
Jan. 15, 5:30 p.m. 

Seraph Corp. 

Omaha, Neb. 
www.aitpomaha.org 



ISSA Upstate SC 
Jan. 16, 11 a.m. 
NuVox 

301 N. Main St., Suite 5000 
Greenville, S.C. 
www.upstate-issa.org/index.htm 



AITP Pittsburgh 
Jan. 19, 6 p.m. 
Sokol Club-Southside 
2912 E. Carson St. 

Pittsburgh, Pa. 
www.aitp-pgh.org 

Oklahoma City AITP Chapter 
Jan. 20 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 

Florida Educational Technology Conference 
Jan. 21-24 
Orlando, Fla. 
www.fetc.org 



Gartner CIO Leadership Forum 
Jan. 25-27 
Palm Springs, Calif. 
www.gartner.com/it 
/page.jsp?id=770919 



ISSA Des Moines 
Jan. 26, 11:30 a.m. 
1401 50th SL, Suite 200 
West Des Moines, Iowa 



AITP Akron 
Jan. 27, 6 p.m. 
Lindsay's Amber Restaurant 
1500 Canton Road 
Akron, Ohio 
www.akron-aitp.org/index.htm 



ISSA Baltimore 
Jan. 28, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive 
Suite 200 
Columbia, Md. 
www.issa-balt.org 

- FEBRUARY - 

AFCOM St. Louis Gateway 
Feb. 9 

Schneider Electric Technology Center 
807 Corporate Centre Drive 
O'Fallon, Mo. 
www.afcom.com/afcomnew/stlouis.html 



AFCOM St. Louis 
"Gateway" Chapter 
Feb. 10 

Schneider Electric Technology Center 
807 Corporate Centre Drive 

O'Fallon, Mo. 
www.afcom.com/afcomnew 
/stiouis.html 



Greater Kansas City AFCOM 
Feb. 10 
Cerner Corp. 
3200 N. Rockcreek Parkway 

Kansas City, Mo. 
www.greaterkc-afcom.com 
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What To Do 
With All The Data 



ONStor Bobcat Helps Air Force Center 
Manage Growth 



by Robyn Weisman 
• • • 

The AFCEE, short for the Air Force 
Center for Engineering and the Environ- 
ment, provides global expertise needed to 
advance, preserve, safeguard, and maintain 
U.S. environmental and installation assets. 
Although its headquarters are at the Brooks 
City-Base in Texas, this field-operating 
agency has personnel working at Air Force 
bases all over the world. 

The AFCEE (www.afcee.af.mil) generates 
a lot of data, and, like most enterprises, this 
amount is ever-increasing. Keeping this 
information both safe and accessible is of the 
highest importance. AFCEE Network Ad- 
ministrator Ralph Miles says the AFCEE 
learned a scary lesson of what happens when 
data becomes corrupted and why having a 
proper network attached storage system is 
essential. 

The AFCEE needed a robust storage 
solution that could handle all the informa- 
tion traffic coming in and out of its net- 
work, handle its legacy storage devices, 
and enable it to expand its storage capaci- 
ty in a flexible fashion that included the 
use of virtualization. ONStor' s Bobcat 
Series NAS Gateway (www.onstor.com) 
tackles all of these issues. 

Learning The Hard Way 

When Miles first started managing the 
AFCEE' s data center in 1994, the organiza- 
tion's shared drive space amounted to 
about 4GB. Within 10 years, the AFCEE 
was managing multiple terabytes of stor- 
age. "The paradigm shifted, so we had to 
maintain and manage those subsystems that 



were growing. Now we had not just data- 
bases, but very large file systems we were 
required to maintain for our customers — 
the storage requirement and archiving 
requirement," says Miles. 

Then about three years ago, the AFCEE' s 
22TB disaster recovery system went belly 
up. "We kept our file systems on this 22TB 
raw storage device at 1.8TB per file system 
[because] Microsoft's NTFS 
file system does not manage 
any file system larger than 
2TB," Miles says. But three of 
the six file systems became 
corrupted, causing AFCEE' s 
backup system to be down for 
three weeks, while Miles' team 
ran chkdsk on each one. 

After this ordeal. Miles decided to "fire" 
Windows NTFS and find something more 
robust and graded that used Linux or anoth- 
er flavor of Unix. But most of the NAS 
gateway solutions used a different file sys- 
tem than the Unix variant of NTFS, which 
wouldn't work because they would make 
the AFCEE' s current storage unusable. "I 
wanted a NAS device that was not internal 
to a server, so if [a] server goes down, I can 
front the storage with another server and 
continue running," he says. 

In addition to his technical requirements. 
Miles had to find a solution that offered the 
best value. "It isn't enough having [a] 
secure and reliable setup; you also have to 
be a good steward of taxpayer dollars. That 
is why [the solution] needed to work with 
our legacy system," Miles says. 

Miles' team looked at several vendors 
and at systems ranging in price between 



$100,000 and $1.2 million. Not only was 
ONStor' s solution the second-least expen- 
sive of the group, it included 36TB worth 
of storage, which was 12TB more than 
Miles' vendor requirement of 24TB. 

According to Miles, a reseller he had 
been working with during the past 10 years 
suggested ONStor. "[ONStor] just came in 
and fit in with the concept," says Miles. 
"We could give them a scenario and 
[ONStor' s staff] would [come] back with a 
plan and a design" so that Miles could 
make decisions based on the AFCEE' s 



ONStor O 

Storage Solutions for the Content Generation 



resources and best value for the govern- 
ment. 

ONStor was one of only two vendors that 
allowed AFCEE to use its legacy direct- 
attached storage units with its equip- 
ment; supported multiterabyte file server 
storage and retrieval that didn't require 
a physical server to be present; and was 
easy to use because the AFCEE could not 
afford a full-time, dedicated storage man- 
agement staff. 



get his questions answered. He was able to 
do some problem solving, and then at the 
appropriate times, send the log to ONStor 
engineers, and [ONStor] responded and got 
the problem fixed." 

ONStor is even sponsoring an internal 
seminar that will help AFCEE engineers 
sidestep future problems. "Usually the 
problems aren't anticipated, and the issue is 
what do you do? How do you avoid [these 
problems] to keep our system running and 
keep our network and users connected?," 
says Miles. ONStor is committed to provid- 
ing system stability in more ways than one. 

Pleased With Implementation 

Miles has dual Bobcat Series NAS 
Gateways running in the AFCEE data cen- 
ter. "When something happens to one, the 
other keeps trucking along," he says. 

According to Miles, ONStor' s imple- 
mentation was straightforward and went 
well. He says installing each of the two 
Bobcat NAS Gateways took about a half 
day, a 36TB one at its main 
data center and a second 24TB 
one at a remote location for 
backup and recovery. Miles 
was pleased that the ONStor 
technician provided onsite 
training for Miles' team leader 
and his storage engineer in 
addition to the implementation 
that enabled them to come up to speed and 
be self-sufficient without having to call 
ONStor for every mundane issue. 

To be fair. Miles says he is not exactly 
sure why AFCEE' s original setup broke 
down. "But I wanted to try to outclass the 
problem by going to a different system alto- 
gether," he says. With the ONStor Bobcat 
Series NAS Gateway, Miles says, "I do not 
think I will see that issue again." 



The AFCEE has dual Bobcat Series NAS 
Gateways running in the data center. 
"When something happens to one, 
the other Iceeps truclcing along." 

-AFCEE's Ralph Miles 



ONStor's Teamwork Approach 

Miles was also impressed by ONStor's 
customer service. "Their technicians fit 
with my team well. They will handle the 
back-end technology, and my staff can 
evaluate those technical specifications and 
see if it is a good fit within our environ- 
ment," says Miles. 

Miles saw ONStor's teamwork approach 
while he was vacationing. Because Miles' 
staff had to fix some corrupted files. Miles 
would periodically check in so that he 
wouldn't be blindsided by any unforeseen 
complication. 

"My storage engineer was in communi- 
cation with their technical support, and I 
could monitor the conversation because 
they kept me carbon-copied on the emails. I 
could see progress being made until they 
found and diagnosed the problem correct- 
ly," Miles says. "My engineer was able to 



ONStor Bobcat Series 
NAS Gateway 

A cost-effective and stable NAS gateway 
appliance in a solid-state 1 U form factor that 
delivers file services for organizations of all 
sizes. It offers multiprotocol file serving, het- 
erogeneous open SAN storage support, virtu- 
al servers for granular management, high- 
availability clustering, and easy scalability. 

"I wanted a NAS device that was not internal 
to a server, so if [a] server goes down, I can 
front the storage with another server and con- 
tinue running," says Ralph Miles, network 
administrator at the AFCEE. 

(408) 963-2400 
www.onstor.com 
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iQstor iQ2850 supports up to 15 
drives, with scalability up to 240TB. 

$33,100 for the iQ2850 with 15TB 
SATA capacity and unlimited license 
for snapshot, volume copy, and remote 
replication 

(805) 376-1000 

www.iqstor.com 



iQstor 



Simple & Cost-Effective Storage 

iQstor iQ2850 iSCSI 

As companies grow and change, their 
storage needs also change. Storage can 
be complicated as companies migrate 
data to new platforms, develop remote 
data centers, and simply outgrow their 
old storage solutions. IQstor's iQ2850 
storage system is designed to offer 
companies a scalable, feature-rich stor- 
age solution to fit the performance and 
reliability needs of current applications. 

Designed to offer all the increased stor- 
age utilization, managed data protec- 
tion, and automated storage provision- 



ing benefits of a SAN, the iQ2850 is an 
intelligent yet cost-effective all-in-one 
storage system, giving data center 
managers the ability to optimize storage 
quickly and cost-effectively. 

Features include the ability to implement 
a large, tiered IP SAN storage system 
with support for up to 15TB with 1TB 
SATA drives, expandable up to 240TB. 
RAID controllers, power supplies, 
cooling modules, and disk drives are 
hot-swappable. 



Despite the enterprise-level capabilities 
of the iQstor iQ2850, it's designed to be a 
low-cost and simple storage system, 
ideal for companies that need to consoli- 
date multiple servers without the need for 
specialized host adapters, switches, and 
cables. Other benefits include integrated 
data protection features such as volume 
manager-based storage virtualization, 
snapshot, mirroring, remote replication, 
policy-based storage provisioning, 
capacity expansion, and remote support. 
Supported platforms include Microsoft 
Windows, VMware and Linux. 
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Multi-Tech Systems 
MultiVOIP®GSM 
SIP-to-cellular gateway makes 
all calls local calls. 

MSRP $999 
(800) 328-9717 
www.multitech.com 



International Tariff-Free Cell Calls 

Multi-Tech Systems MultiVOIP GSM 



Multi-Tech Systems' two-channel MultiVOIP 
GSM SIP-to-Cellular gateway routes calls 
from SIP end points on a VoIP network to lo- 
cations outside the VoIP system through cel- 
lular network instead of the PSTN line. 

By routing voice calls between cellular GSM 
and SIP-based VoIP networks, organizations 
see substantial savings for long distance calls. 
The new gateway makes the whole world a 
local call and also provides a backup connec- 
tion to remote VoIP sites in case of external In- 
ternet failure. A MultiVOIP GSM gateway 
maximizes an organization's investment in cur- 
rent telephony equipment and infrastructure. 

MultiVOIP GSM units equipped with GSM 
cellular service are placed at facilities world- 
wide. Calls can be sent to any of those loca- 
tions using a VoIP network and sent locally to 
a cell phone over the GSM network. 



The new gateway, Model MVPGSM-2, comes 
with two ports for communicating over a SIP-to- 
cellular connection and an Ethernet interface for 
connecting to an IP network. SIP-IP network 
ends are connected at desired locations using 
the Ethernet interfaces. The cellular interface of 
each MultiVOIP GSM is connected to a GSM 
network by one or two user-supplied SIM cards. 
IP PBXes also connected to the same IP net- 
work are then able to utilize the MultiVOIP GSM 
to complete calls over the cell networks. 

Routing rules decide where calls go. With rout- 
ing rules, a caller in one country can call a cell 
phone in another country without incurring toll 
charges. Calls can originate or terminate from 
an IP PBX handset, PSTN line, or cell phone. 

MultiTech'fil 

Systems 



VPN-Cubed™ provides a security 
perimeter for your IT infrastructure 
in the cloud- 



across multiple clouds.. 





...and between your physical data 
center and your cloud deployment 




CohesiveFT's VPN-Cubed™ 
enables customer-controlled 
security in a single cloud, 
across multiple clouds, and 
between the physical data 
center and the cloud. 

Ranges from $25,000 to $50,000 

(866) 341-3722 

www.cohesiveft.com/vpncubed 



Your Bridge To Confident Cloud Computing 

CohesiveF VPN-Cubed 



Today, clouds are secured by cloud providers. 
In addition to the cloud vendor's VLAN and in- 
dividual virtual server firewalls, CohesiveFT 
VPN-Cubed™ helps customers augment key 
compliance and governance requirements 
with a layer of security within their control. 

The VPN-Cubed commercial offering enables 
customer-controlled security in a single cloud, 
across multiple clouds, and between the 
physical data center and the cloud. 

Using an encrypted VPN (virtual private net- 
work) specifically developed for use in cloud 
environments, CohesiveFT helps establish a 
secure bridge between a company's private 
infrastructure and the cloud. 

With VPN-Cubed, organizations can leverage 
the cloud for redundancy, cross-cloud failover. 



and scalability during critical transitions 
whether scaling up to grow the business or 
scaling down to cut costs. 

CohesiveFT offered a precursor to the VPN- 
Cubed offering in production for more than a 
year via the Open Source VcubeV® project. 
VPN-Cubed is available now as a packaged 
service. The basic service is available for use 
with most operating systems, virtual environ- 
ments, and third-party cloud offerings. Imple- 
mentations will vary based on a customer's 
unique topology. 



For more information, contact 
sales@cohesiveft.com. 
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Librato Load Manager is a 
workload management solution 
that monitors and controls 
server resources. 

(408) 588-1716 

www.librato.com 



Server Consolidation Without Compromise 

Librato Load Manager 



Librato Load Manager is a workload manage- 
ment solution that helps customers deliver 
predictable application performance and opti- 
mal system resource utilization for x86 plat- 
forms on physical or virtual servers. Load 
Manager guarantees server resource utiliza- 
tion independently across CPU, memory, 
storage I/O, and network I/O, which enables 
customers to run more applications on fewer 
servers without compromising business goals. 

Load Manager allocates system resources via 
a policy-based scheduler to ensure optimal 
performance and service level. By maximizing 
server utilization and delivering application 
quality of service. Load Manager results in 
fewer servers, fewer operating systems, less 
complexity, and guaranteed service level 
agreements. By dynamically assigning un- 
used capacity. Load Manager dramatically in- 
creases server utilization, enabling 
organizations to get the most out of existing 



resources. Load Manager typically uses less 
than 1% overhead and requires no OS or ap- 
plication modifications. 

Load Manager supports Linux and Windows 
Server 2003 and 2008. The solution's demand- 
monitoring capabilities provide an advanced 
level of capacity planning. In addition to allocat- 
ing system resources to an application and 
measuring actual resource consumption (load) 
over time. Load Manager can also be used to 
project how much resource an application 
would have consumed (demand) had it not 
been limited by its allocation. This ability to de- 
termine the difference between load and de- 
mand provides organizations with a powerful 
tool for planning server capacity. 



librato 




Top Layer IPS 5500 E-Series offers defense-in-depth protection 
with new shunning features for blocking traffic. 

Starts at $15,000 

(508) 870-1300 

www.toplayer.com 



Shunning Botnets & Rate-Based Attacks 

Top Layer IPS 5500 E-Series 



Fighting malware such as botnets and other 
rate-based attacks is a top priority for every 
company. Top Layer Security offers its latest 
solution for warding off attacks with the Top 
Layer IPS 5500 E-Series, a family of products 
that offer defense-in-depth protection. 

The IPS 5500 E-Series has new shunning 
features designed to provide companies with 
techniques to support the device's automated 
attack defense. These include the ability to 
quickly temporarily or permanently reject traf- 
fic from IP addresses suspected of originating 
or being related to an attack. The new fea- 
tures are designed to help companies interac- 
tively identify current attackers and then shun 
attack traffic. 

The IPS 5500 E-Series also includes a new 
user interface with dashboards designed to 
allow Security Operation Center personnel to 



quickly switch between "quiet-time" monitoring 
and "under siege" incident response. Other 
new features include attack source identifica- 
tion, malicious IP address shunning, and ad- 
ditional router protection. 

With malicious IP address shunning, users can 
set time periods for how long each address 
should be shunned and manually unshun ad- 
dresses that are determined safe. With addi- 
tional router protection, users can export a list 
of IP addresses being shunned so that they 
can be imported into a router for blocking by 
the router. The new features are included in 
version 5.2 of the IPS 5500 E-Series software. 



lop 
layer 
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Visit our Website at 
www.hergo.com to learn 
more about our products 





An original 
equipment manufacturer ^ 
since its inception in 1992, 
Hergo remains THE trusted 
source for technical 
furniture. 



ergo 888.222.7270 www.hergo.com 




GSA Contract # - GS-29F-01 33G 

56-01 55th Avenue, Maspeth, New York 11378 
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eEye Retina OnDenfiand is a SaaS security 
vulnerability managenrient package offering 
rapid deployment of Retina Security 
Management appliances. 

(866) 339-3732 

www.eeye.com 




eEye Digital Security® 



Security Vulnerability Management 

eEye Retina OnDemand 

As companies continually enhance, tweak, and shore up secu- 
rity, one crucial area that IT administrators focus on is vulnera- 
bility management. eEye's Retina Enterprise scanning package 
offers a SaaS model to deliver proactive security measures that 
can be deployed without the need for customers to manage 
software or agents within their infrastructure. 

Retina OnDemand is designed to simplify the vulnerability 
management process by offering companies rapid deployment 
of Retina Security Management appliances and the ability to 
scan results, schedule, and report with a standard Web 
browser. Users don't need to set up servers, configure data- 
bases, or install software. Retina OnDemand is black box tech- 
nology that can be plugged in to a company's environment for 



a hands-free approach to management and regulatory 
compliance. 

By leveraging Retina's fully preconfigured 651 Security Man- 
agement Appliance, users can perform a full scan, review re- 
sults, generate reports, and download information to tools such 
as Microsoft Office and Adobe Acrobat after turning on the unit 
and logging on to their company's eEye account. 

The Retina 651 Security Management appliance is designed to 
meet PCI, FDCC, SANS, HIPAA, Sarbox, and GLB internal 
scanning requirements. To use Retina OnDemand, users need 
only outbound ports to communicate with eEye; no inbound 
ports or IP addresses need to be added to a company's firewall. 
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Enhanced Backup Options For SMEs 

Yosemite Backup 8.7 



No company doubts the importance of 
backing up data. It's a crucial aspect of 
ensuring that a company's data is kept 
safe. Yosemite Technologies' Yosemite 
Backup application has been offering a 
backup solution for companies since the 
early 1990s. 

Yosemite Backup is designed to be simple 
to purchase and upgrade and supports a 
range of platforms, including the latest Win- 
dows OSes, NetWare, and Linux. Another 
mainstay feature is the ability for compa- 
nies to purchase a single backup server to 



facilitate their backup needs instead of 
needing to acquire several. 

The latest version of the application, 
Yosemite Backup 8.7, includes support 
for Windows Hyper-V and VMware ESX. It 
also supports Windows PE 2.1 for Vista 
and Windows Server 2008 disaster 
recovery. 

Yosemite Backup 8.7 is designed to 
enable current customers to seamlessly 
update their environments while allowing 
new customers to easily add the applica- 



tion. Users can implement push technol- 
ogy to update their Master Backup Server 
while automatically having updates in- 
stalled on all deployed backup clients. Also 
included is support for SAN and shared 
devices, as well as Windows services, 
including Microsoft DPS, Active Directory 
Lightweight Directory Services, SharePoint 
3.0 SP1 , and Exchange 2007 SP1 . 

The Yosemite Backup software develop- 
ment kit version 1 .0, which provides 
access to the API on which Yosemite 
Backup is based, is available on approval. 



Yosemite Technologies Backup 8.7 allows 
companies to purchase a single backup server 
to facilitate all their backup needs. 

• Yosemite Backup Standard Master Server with 
Yosemite Care for Windows, Linux, and NetWare: $81 1 

• Yosemite Backup Windows Unlimited with Yosemite 
Care: $1,249 

• Yosemite Backup Universal Unlimited for Windows, 
Linux, and NetWare with Yosemite Care: $2,499 

(408) 737-3311 

www.yosemitetech.com 

YOSEMITE . 

backup simplified 
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Data Center Cooling Solution 

Simplex Isolation Systems AirBlock 



Data centers must be kept cool to achieve maxi- 
mum operating efficiency and ensure against 
disastrous malfunction, computer crashes, and 
loss of data. Unwanted mixing of warm air and 
cold air is one of the key factors contributing to 
energy waste. 

That's why data centers need a way to reduce 
data center cooling costs by directing cold air 
where it is needed most — through the computer 
racks. AirBlock curtains and strip doors from 
Simplex separate cold air and warm air aisles, 
maximizing the dynamics of airflow to cool your 
data center. A system can pay for itself in 
months. 

• Save energy on both air conditioning and fan 
systems— 15% and 67%, respectively, accord- 
ing to a study by the Lawrence Berkeley Na- 
tional Laboratory. 

• The AirBlock product line includes transparent 
curtains, strip doors, panels, and patented 
hardware, letting you create a solution specific 
to your needs. 

• Specially formulated vinyls are low-outgassing 
and antistatic and meet ASTM and NFPA fire 
retardancy requirements. 

• Hardware is also designed so curtains fall 
away in the case of fire, allowing fire sprinklers 
full operating range. 

Simplex also manufactures hardwall systems 
with rigid, transparent panels, offering even 
more containment and greater ability to direct 
cool air. All Simplex products and systems are 
designed to meet ASTM and NFPA fire retar- 
dancy requirements. 




Simplex Isolation Systems AirBlock curtains 
and strip doors separate cold and warm air 
aisles, maximizing airflow. 

(800) 854-7951 

www.SimplexlsolationSystems.com 



PflSIMPLEX 

' STRIP DOORS, INC. 



Cabinet NG's CNG-WEB pro- 
vides instant and secure ac- 
cess to clients files. 

(256) 258-0460 

www.cabinetng.com 



Access Essential Business Documents 

Cabinet NG's CNG-WEB 



Cabinet NG's CNG-WEB lets users easily 
access essential business documents any- 
where, anytime using a standard Web 
browser. This extends the security of CNG- 
SAFE, Cabinet NG's Shared Access Filing 
Environment, to let users safely access and 
search cabinets and folders and view and 
print documents from virtually any location. 

CNG-WEB is an easy-to-use and economical 
online extension of a small enterprise's docu- 
ment management system. The system auto- 
matically enforces security and controls 
access rights for all users. Files and folders 
are only accessible by authorized users. 

CNG-SAFE's automated document manage- 
ment platform gives businesses all they need 
for electronic document management in a sin- 
gle package— advanced data protection, 
state-of-the-art user interface, and the ability 
to integrate with most third-party applications. 



Small enterprises can replace paper and 
boost accessibility and insight with automated 
electronic workflows that streamline internal 
processes, making filing, locating, and shar- 
ing documents simple, seamless, and secure. 

CNG's user-friendly document management 
solutions streamline user tasks, delivering 
gains in office productivity and bottom-line 
savings. By creating a secure electronic filing 
environment, CNG's products move manual 
paper-based procedures into efficient auto- 
mated workflow processes. CNG integrates 
document management with popular business 
applications, creating a central repository of 
business information that powers more effec- 
tive business processes. 
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When you're looking for product '^^^^ 
or buying information, turn to the print issue 
for a wide variety of current products from our list of hand-selected 
manufacturers and resellers, along with articles and information 
to help you stay on top of the industry. 

Ready to buy? Turn to our Web site to find companies offering 
the products and services you need. 
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Your 2009 
Storage Project 

Start The Year By Implementing A SAN Or NAS 
Shared Storage Solution 



by George Crump 
• • • 

Although there are many storage pro- 
jects that you could choose to embark on 
this year, few have as many options to con- 
sider as implementing a storage-area net- 
work or network-attached storage. The eco- 
nomic realities of 2009 make this task even 
more compelling. 

If the current data center environment is 
not yet consolidated and all storage is 
direct-attached, a fair question is, "Why 
should I do this?" Harry Montanye, senior 
storage engineer at storage solutions 
provider Condre Storage (952/294-4900; 
www.condrestorage.com), believes that 
the answers lie in resource optimization, 
improved data protection, and server vir- 
tualization. "With direct- attached storage, 
all your capacity is on different islands," 
he says. The challenge is that if one serv- 
er is running out of disk 
space, storage can't easily 
be reallocated from another 
server. Also, data protec- 
tion on shared storage is 
greatly improved by off- 
loading the backup process 
from the servers and back- 
ing up the shared storage 
through another nonproduc- 
tion server. 

"The big driver for imple- 
menting a shared storage 
solution in 2009 has to be 
server virtualization," says 
Montanye. With a shared 
storage solution, capabilities 
such as live server migra- 
tion — the ability to move 
one virtual machine from 
one physical host to an- 
other — are enabled, which 
brings tremendous value and 
flexibility to the enterprise. 

SAN Or NAS? 

The first challenge is to 
decide between SAN and 
NAS. The two are often used inter- 
changeably, but as Stanley Chan, product 
manager at storage provider Sans Digital 
(www.sansdigital.com), clarifies, "In 
general, a SAN refers to block-based 
storage, meaning that it is presented to a 
server almost as if you were installing a 
local hard drive." As a result, you can 
format it and load the file system of your 
choice. Chan describes NAS as "an appli- 
ance that presents a file system to the 
server or user, essentially a highly opti- 
mized file server." 

Many IT professionals will try to make 
deciding between a SAN or NAS their first 
step in the decision-making process. 
Narayan Venkat, the vice president of mar- 
keting at Campbell, Calif., -based stor- 
age solutions provider ONStor (www. on 
stor.com), believes that it is no longer an 
either/or choice. "There are solutions avail- 
able today that can add NAS services to an 
existing Fibre Channel SAN," Venkat says. 
Customers can buy the SAN solution that 
best fits their needs and can at the same 
time have the freedom to select the best-of- 
breed product for file servers. "In fact, 
many of the NAS solutions today can also 
provide iSCSI access to the storage," 




Key Points 
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Consolidated storage can reduce storage 
costs, improve storage utilization and data 
protection, and fully enable server virtual- 
ization. 

Weigh the pros and cons of SAN and NAS 
before deciding which to implement. 

Plan your implementation carefully, budget- 
ing the necessary time, money, and person- 
nel to make the implementation smooth. 



allowing it to be part of the overall process, 
continues Venkat. 

Network-Attached Storage 

For traditional NAS services, look for 
systems that can support both CIFS 
(Common Internet File System) and NFS. 
Additionally, Venkat advises that CIFS 
support be carefully examined, as "some 
NAS solutions lack full support of 
Windows files, and it can cause problems 
or compromises as the implementation 
grows. On the other hand, even if the envi- 
ronment is all Windows today, NFS is 
becoming increasingly critical as Linux 
becomes more prevalent and with VMware 
support of NFS as a way to host virtual 
machine images." 

NAS-based systems are easy to install, 
and their day-to-day operations do not 
require much system administrator involve- 




ment. File data in most data centers is the 
fastest-growing data set, and the role of 
NAS -mounted storage is evolving beyond 
the file servers used. 

Storage-Area Network 

For applications that do not support net- 
work mounting or where performance is a 
key requirement, a block-based SAN is a 
typical solution. Today, the choice in block 
storage is between iSCSI and Fibre 
Channel. Both are block-based protocols, 
but the primary differentiator is that iSCSI 
runs across an IP network. This brings a 
familiarity to iSCSI that many first-time 
SAN customers are more comfortable with. 

iSCSI can run on existing IGbE cards 
or can use specialized cards called HBAs 



to do the iSCSI work. "For most cus- 
tomers, the added expense of an iSCSI is 
[that] an HBA is no longer needed 
because [of] the processing power avail- 
able today in the modern server," says 
Chan. Montanye adds that the primary use 
of iSCSI HBAs is typically for being able 
to boot directly off of shared storage, 
which a software initiator cannot do. 
"This is especially prevalent in a VMware 
environment, where they want to boot the 
ESX server off the iSCSI SAN." 

Don't rule out Fibre Channel protocol; its 
use has become greatly simplified over the 
past few years, and Montanye says that 
when performance is needed, he points cus- 
tomers in that direction. 

Planning & Implementation 

After selection of the type of shared stor- 
age and what protocol will be used, the 
next step in the consolidation project is to 
identify which servers are 
going to go on the shared 
storage. For example, if the 
primary motivation is to 
get the live migration ben- 
efits of server virtualiza- 
tion, then special care must 

■ be taken to make sure that 
each of the physical server 
hosts can access the same 
virtual images. 
Proper upfront planning 
of which servers are going 
to access the storage and 
how much each server 
will need is critical to a 
successful install. The 
planning will not only 
save time at implementa- 
tion but will also save 
upfront costs. There may 
not be a need to purchase 
as much capacity as is 
represented by the direct- 
attached storage. Calcu- 
late the amount of storage 
that is actually in use and 
what a modest growth rate 
will be and then purchase just that 
amount. 

One of the other advantages to most 
shared storage solutions is their ability to 
add capacity and expand storage pools 
dynamically, which means that storage can 
be purchased as a "just in time" inventory 
item. There is no sense in having it sit 
unused, as storage gets less expensive the 
longer you wait. 

After selecting the solution and plan- 
ning the migration, the actual implementa- 
tion of a modest shared storage solution 
should be a two- to three-day implementa- 
tion, including training time. Costs of 
SME SAN solutions vary based on capaci- 
ty and type but are often in the $20,000 to 
$40,000 range, im 
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Where To Start: Do Your Homework 



Sometimes the hardest part of a storage con- 
solidation project is to know where to start, so 
before you make any decisions, research your 
options. Try to limit the amount of suppliers 
you talk to, as it can get very confusing; 
instead, first find out what admins at compa- 



nies similar to yours are doing. This will help 
you narrow the list of suppliers to speak to. 
Additionally, look online for reviews and analy- 
ses of the suppliers you're considering so you 
can be prepared when they come in to meet 
with you. 



Sophos Report 
Reveals Increase 
In Cybercrime 

Last year proved to be a monumental year for 
the expansion of global crime on the Web. 
The Sophos annual security threat report has 
disclosed that Sophos detected a newly in- 
fected Web site every 4.5 seconds for every 
hour of the day, each day of the year. 

Capitalizing on the vulnerabilities of consumers 
and organizations extends far beyond Microsoft 
products— scammers are now targeting Apple 
systems, as well as mobile devices. More than 
ever it is critical for SMEs to approach com- 
pany-wide security on multiple levels, starting 
with Web gateways and defending the end 
user working on a netbook and/or desktop. 




Graham Cluley, senior security consultant at 
Sophos (www.sophos.com), believes a lay- 
ered defense plan is paramount. "Modern 
security software, capable of detecting both 
known and unknown malicious code, should 
be deployed throughout your organization," 
he says. "That doesn't just mean having up- 
to-date antivirus software, but also ensuring 
that firewalls and security patches are in 
place to prevent your workers from having 
their PCs attacked." 

Other findings in the Sophos report indicate 
that legitimate Web sites are not immune to 
hackers who continue to develop tools to vic- 
timize people who visit an organization's site. 
Most notably. Fortune 500 sites, Sony's U.S. 
PlayStation Web site, and BusinessWeek 
magazine were compromised due to the ex- 
ploitation of their official Web sites— this is the 
result of burgeoning Web threats. "If I were to 
highlight one thing from the report, it would be 
Web threats," Cluley says. He adds that "most 
companies recognize the importance of scan- 
ning their email for spam and malware attacks, 
but today's criminals primarily use the Web as 
their method of infection." 

While many U.S. companies are undoubtedly 
wounded by cybercrime, the nation leads the 
way in host malware on the Web. "The USA 
has a bad reputation for relaying spam and 
hosting malware because it has so many 
computers inside its borders, which are not 
properly protected, and, sadly, they are then 
contributing to the cybercrime problem for the 
rest of the world," says Cluley. "If you keep 
your computers properly defended, then you 
not only prevent hackers from stealing your 
data, but you also help to clean up the Inter- 
net from spam, malware, and distributed 
denial-of-service attacks." 

"There is no doubt that data leakage, for in- 
stance, will continue to grow in 2009, and a 
combination of technology and user aware- 
ness will help to minimize the impact that 
could have on your company." 

by Joanna Safford 
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Physical Infrastructure 
Improvements 



Continued from Page 1 
Also, he notes, adding environmental 
monitoring at the rack and cabinet level 
can help avoid costly downtime or expen- 
sive server replacement in the event of run- 
away temperatures caused by air-condi- 
tioning failure. 

Even with these justifications, com- 
panies tend to put off any kind of expan- 
sion or upgrade unless they're absolutely 
critical, says Eli Hertz, president and 
CEO of Hergo (www.hergo.com). But 
making a change can be an added bit 
of insurance. "Rather than leaving it bor- 
derline, you typically go a little bit above 
what you absolutely need, as an added 
security," he notes, "but nothing beyond 
that 5 or 10%." 



Investigate Cost-Efficient Options 

There's little need to tear out all cabling 
and monitoring to replace them with new 
products, which is helpful, but looking at 
one or two major changes can have a sig- 
nificant effect on the overall power effi- 
ciency of the data center. 

For example, there are several units that 
combine power and environmental moni- 
toring and can be placed in-line with legacy 
PDUs to avoid the expense of replacing the 
whole PDU, notes Wilson. 

"Geist is a firm believer that power moni- 
toring within the cabinet-based PDU is 
essential to power availability but can also 
be key in increasing return on infrastructure 
investments," he says. "By monitoring the 
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Where To Start: Take Stock 
& Consider Standardization 



A good first step in making a power-related 
upgrade is to get a sense of what's already in 
place and determine if it makes sense to reduce 
the number of vendors that might be represent- 
ed. Many data centers have multiple brands of 
equipment, particularly when it comes to power, 
because special deals on power strips or moni- 
toring devices can be tough to pass up. 



But standardizing and choosing one or two 
vendors may help to create a strong relation- 
ship with them that leads to better deals in 
the long run and a more cohesive monitoring 
and power strategy. Vendors can alert man- 
agers about upcoming specials or product 
launches, which can then allow an SME to 
plan accordingly. 



power at the cabinet level, data center man- 
agers can be sure to get the most out of the 
power infrastructure that they have built out 
but avoid overloading that infrastructure." 

Many people think of monitoring as a 
way to avoid downtime by not overloading 
individual circuits, says Wilson, but at the 
same time, managers can make sure that 
they're loading the circuits fully to get the 
most out of the physical electrical build-out 
to the cabinet. 

Additionally, Hergo 's Hertz adds that in an 
environment controlled in terms of cooling, 
there are racks that are easy to manage and 
more efficient than in the past when it comes 
to repositioning rackmount equipment. 

"Any product that is conducive to verti- 
cal mounting is a clear benefit if the envi- 
ronment is suitable for racks that are open," 
he says. "Supporting vertical expansion is a 
net profit." 

Get Granular & IVIaintenance-IVIinded 

Although a data center might invest in cab- 
inet-based PDUs or replace its racks, there 
are two strategies that are likely to dominate 
in the year ahead: individual outlet monitor- 
ing and increasing maintenance tactics. 
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Geist' s Wilson notes that more and 
more data centers are turning to individ- 
ual outlet-level monitoring because it 
allows managers the ultimate in monitor- 
ing granularity. 

"This level of monitoring is allowing 
managers to make decisions about the effi- 
ciency of servers on an individual basis by 
allowing them to see the actual power con- 
sumption per server," he says. 

Another area of increasing focus is main- 
tenance. Hertz notes, because many data 
centers are working based on need and try- 
ing to work with limited budgets. 

"You reuse or fix what you already have 
to function within your current frame- 
work," he says. "With so many layoffs, 
larger companies are expecting to do less. 
We might actually see fewer plans for 
expansion because the companies using this 
equipment are shrinking." 

For those companies that are holding 
steady, making an investment in specific 
pieces of power-related controls, such as 
more efficient racks or better monitoring 
tools, can have some of the effects of a 
large-scale project without being a huge 
budget item. 



There's little need to tear out all cabling and 
monitoring to replace them with new products, 

which is helpful, but looking at one or two 
major changes can have a significant effect on 
the overall power efficiency of the data center. 



Protect Employees 

Who Use Outside Networks 



Continued from Page 1 
and file shares to other clients on the local 
network. 

A recent study by Cornell's School of 
Hotel Administration found that of the 147 
properties surveyed, 20% still use hub- 
based wired networks, while the vast 
majority of those with wireless networks 
did not use encryption. Hub-based net- 
works are inherently insecure because all 
traffic is broadcast to every node on the 
network. The authors also note, "Wireless 
networks can be thought of as hub-based 
networks, just without wires. Thus, a Wi-Fi 
system has the same vulnerability as the old 
hub-based networks." 

Public network users also have no idea 
what, if any, security precautions are being 
taken by the provider. For example, every 
respectable enterprise network includes a 
firewall between the public Internet and 
internal systems; however, many hotspots 
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Here are a few tips to make working in public 
locations more secure. 

• Choose secure connections. When you can, 
opt for wireless networks that require a network 
security key, use encryption, or have some 
other form of security, such as a certificate. 

• Forgo free networks. Consider subscribing 
to a paid hotspot network for better security. 
Also, consider using a VPN service if your 
company doesn't have its own VPN gateway. 

• Activate your firewall. A firewall helps pre- 
vent unauthorized users from gaining access 
to your computer through the Internet or a 
network. 

• Monitor access points. Don't connect to 
unknown access points and prevent acciden- 
tal connections by configuring your PC to let 
you approve access points before connecting. 



do not. According to the Core Competence/ 
Farpoint study, "[Users] really have no idea 
whether any firewall lies between their 
notebook and the Internet. Notebooks that 
do not firewall themselves or that use cer- 
tain applications that open holes in fire- 
walls could thus be exposed to intrusions 
from the far side of the Internet." 

Protective Measures 

Users should always practice basic PC 
hygiene, particularly when using public 
networks; this includes anti-malware pro- 
tection and a local firewall, ideally inte- 
grated into a single suite and centrally 
managed. Likewise, Info-Tech Senior 
Research Analyst James Alexander under- 
scores the importance of encrypting sensi- 
tive data on all mobile devices. Yet when 
venturing beyond the friendly confines of 
the corporate intranet, additional precau- 
tions are required. 



• Turn off your radio. Always turn your Wi-Fi 
radio off when you are not using it. Hackers 
can set up peer-to-peer Wi-Fi connections 
with your computer and use them to access 
your personal information. 

• Disable file and printer sharing. When 
using a hotspot, disable file and printer shar- 
ing. When enabled, it leaves your computer 
vulnerable to hackers. 

• Make folders private. When your folders 
are private, it's more difficult for hackers to 
access files. You can protect your files further 
by encrypting them, which requires a pass- 
word to open or modify them. 

• Consider removing sensitive data from 
your notebook. If you're working with ex- 
tremely sensitive data, it might be worth tak- 
ing it off your notebook altogether. 



Paul DeBeasi, senior analyst at the 
Burton Group, says that tunneling all net- 
work traffic through a corporate VPN is 
the most important measure IT can take to 
both protect confidential data and to safe- 
guard internal networks from unautho- 
rized external access. Because most pub- 
lic Wi-Fi networks don't use encryption 
(such as WPA), he says clients should 
always use a VPN, even when accessing 
public Web sites. 



For small businesses or individuals with- 
out an internal VPN gateway, a number of 
public VPN services are available (Hot- 
SpotVPN [hotspotvpn.com] and Public- 
VPN [www.publicvpn.com] to name a cou- 
ple). These let users establish an IPsec or 
PPTP session via the service provider, tun- 
neling all traffic through an encrypted con- 
nection and thus foiling any attempts at 
data snooping. Because Windows and Mac 
OS X both include IPsec clients, setup 
involves nothing more than launching a 
connection wizard and entering some 
addresses and credentials. 

It's also imperative to use some com- 
mon sense before connecting to a wireless 
access point. Alexander notes that wireless 
networks "provide no definitive proof of 
what you're connecting to," so both he 
and DeBeasi advise users never to join 
unknown or suspicious- sounding WLANs. 
Most hotels or restaurants will use SSIDs 
(Wi-Fi network names) that specifically 
identify them; however, if you see one 
called "free Wi-Fi" or "Starbucks2," be 
careful, as it may be a rogue setup by a 
hacker attempting to steal information 
via a man-in-the-middle attack. Ad-hoc 
(PC-to-PC networks without an access 
point) wireless connections should also be 



avoided because, as DeBeasi notes, these 
are almost never legitimate public net- 
works and are a favorite hacker tool. The 
simplest way to enforce these connection 
policies is by not allowing Windows to 
automatically connect to unknown, non- 
preferred networks. 

Users accessing highly confidential 
information, or who are merely ultra-para- 
noid, may want to avoid public networks 
entirely. One option is to subscribe to a 



trusted wireless network aggregator, while 
those with deep pockets should consider an 
unlimited 3G data plan from one of the 
major wireless telcos. 

A common-sense, low-tech way to pro- 
vide added protection is simply to disable 
the wireless NIC when not in use. Most 
laptops provide a button or toggle switch to 
activate the NIC, but on PCs lacking this 
feature, network interfaces can be disabled 
using the Windows Network Control Panel. 

Understand & Avoid Risks 

Broadband connections have become 
a necessity for business travelers and 
other digital nomads, but because they are 
often loosely managed with lax security, 
users must exercise greater prudence and 
caution before connecting. While many 
security measures can be centrally imple- 
mented by IT, users still need to under- 
stand the risks and ensure they are using 
requisite security tools and processes. 
In addition to implementing a set of 
best practices, IT departments with 
mobile users should also regularly check 
online resources such as the Wireless 
Vulnerabilities and Exploits site (wire- 
lessve.org) for updated information on 
new threats. 



Source: Adapted from Microsoft's "7 Tips For Working Securely From Wireless Hotspots" and Spam Laws. 



Work Securely From Hotspots 



-I 

Broadband connections have become a 
necessity for business travelers, but because 

they are often loosely managed with lax 
security, users must exercise greater prudence 
and caution before connecting. | 
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Is 2009 The Year You'll Finally 

Upgrade Your Aging Telecom Infrastructure? 



by Christian Perry 

Ma Bell certainly would be proud of 
her staying power. Even in these Internet- 
driven days, telecommunications continues 
to play an integral role in the success of 
most enterprises, and due to telecom's con- 
tinuing importance, organizations can bene- 
fit greatly if they upgrade their architec- 
tures to the latest technology. 

"New capabilities in telecom, including 
VoIP services, unified communications, 
and voice-enabled functions, may give the 
company an unparalleled opportunity to 
move ahead of its competition," says Mark 
Bradberry, senior consultant at Telwares 
(www.telwares.com). "These capabilities 
may include faster information exchange, 
improved process flow, [and] increased 
customer responsiveness." 

As employees demand increased flexibil- 
ity with their communication abilities, IT 
managers are under the gun to deliver tech- 
nologies that can efficiently support mobile 
employees, telecommuters, and full-time 
teleworkers. Bradberry adds that the tech- 
nologies that enable that support can also 
benefit the data center through a stream- 
lined architecture, decreased 
effort, improved circuit manage- 
ment, and potential cost savings 
associated with lower cost of 
ownership and operation. y-^ 

Upgrading a telecom infrastruc- ^ ^ 
ture can introduce productivity- 
enhancing features such as find 
me/follow me, which enables ^ % 
an office number to "follow" em- ^ J. ^ 
ployees to locations other than the 
office. IP telephony also provides 
increased phone number mobility, 
as well as the ability to initiate and 
accept calls from within applica- 
tions employees already use, such 
as browsers and email clients. Yet 
another critical component of 
IP-based telecom technology is 
its ability to provide disaster re- 
covery and business continuity 
through flexible network opera- 
tions and portability. 

Preparation Is Key 

According to Paul Marra, vice president 
of business development for MegaPath 
(www.megapath.com), whether moving to 
a new telecom provider or sticking with the 
existing provider, an enterprise nonetheless 
should expect a significant overhaul when 
upgrading to an IP-based telecom infra- 
structure. Hardware evaluation and selec- 
tion should be based on required features 



I and budget, along with interoperability 
with existing hardware in the environment. 

"The IT staff should identify potential 
vendors and ask for a demo," explains Scott 
Kinka, senior vice president of network ser- 
vices for Evolve IP (www.evolveip.net). 
"The IT staff should involve a small group 
of employees who will be the most vocal 
about the use of the phone system, includ- 
ing a receptionist or assistant, someone in 
sales, and an interested executive. All ven- 
dors should be compared against a list of 
desired features." 

The installation and configuration of the 
new system should occur in a staging/ 
testing environment, Marra says, and all 
features, including voicemail, greetings, 
and call routing, should be tested using 
temporary phone numbers that will not dis- 
rupt current business operations. 

Before an IP-based telecom upgrade is 
rolled out, the IT organization needs to 
ensure that the network is fully prepared to 
handle the unique requirements and stress 
of the new technology. Kinka notes that 
VoIP traffic is far more sensitive to net- 
work issues than Internet or WAN traffic, 
and adding it to an existing network can 



Key Points 



Upgrading a telecom architecture can in- 
crease the mobile communication flexibility 
of employees and help to bridge the gap 
between previously disconnected commu- 
nication media. 

The most critical aspect of a telecom up- 
grade is gauging the network's prepared- 
ness for voice technology and making 
adjustments as necessary. 




expose problems that never truly manifest- 
ed before voice was present. 

To avoid such problems, Kinka recom- 
mends performing a thorough network 
assessment to ensure there is sufficient band- 
width (both LAN and WAN) and control for 
the introduction of IP-based voice capabili- 
ties. In particular, he says organizations 
will need to pay attention to where traffic 
transitions from LAN to WAN and that 



Where To Start: Follow The Fundamentals 



Performing a major telecom upgrade is no small 
task, but taking the correct initial steps can ease 
the overall process. Mark Bradberry, senior con- 
sultant at Telwares (www.telwares.com), offers 
the following fundamentals for beginning a suc- 
cessful telecom upgrade. 

• Understand the business need. Why is a 

telecom upgrade warranted? How does it 
serve the business? 

• Baseline the existing environment. How is 
the current telecom environment construct- 
ed? What are its present and anticipated 
costs? Who are the current providers? What 
service levels are expected? 

• Assess total cost of ownership. Beyond the 
upfront costs for purchase and implementation. 



what are the recurring costs over the entire life 
cycle? What savings might be achieved in peo- 
ple, processes, and technology? How might 
the expected investment be leveraged for the 
greatest benefit of the company? 
Thoroughly plan for selection of architec- 
ture, topology, standards, and equipment. 
What elements provide for the greatest bal- 
ance of stability and functionality? What is off- 
the-shelf vs. bleeding-edge? How do different 
areas of the business impact the selection? 
Choose the right partners and providers. 
Who can provide the best prices and optimal 
cost of involvement across the entire term? 
Who can support the business and help it 
meet its goals? Who can guarantee the appro- 
priate level of quality and face-to-face service? 



precedence will need to be given to voice 
packets on the network for timely delivery. 
Further, a complete network inventory will 
need to be completed, and IT staff should 
understand the current bandwidth consump- 
tion of existing applications and services, as 
well as future calling traffic patterns. 

Tricky Investment 

Telwares' Bradberry warns that telecom 
solutions offered by major providers and 
carriers tend to cater to enterprise clients 
rather than smaller clients, and in turn, they 
provide insufficient granularity to deliver a 
good fit to smaller organizations. As such, 
a one-size-fits-all approach could prevail. 

"Even though the SMB's environment 
may be less complex than a larger enterprise, 
less attention may be given to the SMB's 
architecture and overall interoper- 
ability. The enterprise clients get 
the direct attention of the provider, 
while SMBs may be funneled 
through distribution channels. For 
the SMB, this can necessitate a 
J 5* J pick-and-choose approach to 
Q J C topology, access, CPE [customer 
^ premise equipment], and manage- 
O i ] ment systems and result in higher 
^ X 5 u^it costs, an imperfect fit to 
1 needs, and increased risk for the 
organization," Bradberry says. 

According to Bradberry, invest- 
ments in a telecom upgrade can be 
wide-ranging: CPE may be added, 
upgraded, replaced, or disposed. 
Lease- vs. -buy decisions are neces- 
sary. New management systems 
could be required. Circuits may be 
combined or enhanced. New ser- 
vice contracts could be negotiated 
and implemented. Realignment of 
personnel into a more unified 
operation could be required to support the 
evolution of processes and procedures. 

"The real question, however, is where 
you're going to spend the investment to 
maximize your return and minimize your 
costs," he says. "That's why an assessment 
of total cost of ownership — i.e., full costs 
across the entire life cycle — is crucial. It is 
an incontrovertible best practice for any 
telecom upgrade, whether simply establish- 
ing new provider relationships or in a more 
complex infrastructure migration, to spend 
effort in evaluating, planning, and prepar- 
ing for the change." 

Use Proper Attention 

Bradberry recommends that SMEs look- 
ing to upgrade their telecom infrastructures 
be careful not to treat today's telecom like 
a plug-and-forget utility, because their 
businesses rely on the verbal and visual 
communication of information for personal 
interaction, as well as raw data communi- 
cation for system-to-system interfacing 
and consumption. 

"Forward-thinking, competitive compa- 
nies embrace telecommunications as a 
strategic asset to support and enhance the 
goals of the business," he says. "Inadequate 
communications can cripple an SMB's 
ability to perform its business and to thrive 
in a crowded and economically challenged 
marketplace." 



Latest IT Spending 
Predictions 

Forrester Research released a revised set of 
expectations for IT spending in 2009 in light 
of this fall's collapse of financial institutions 
and the suddenly plummeting stock market. 
Earlier in 2008, Forrester predicted that IT 
growth would be 6.1% in 2009, but the firm 
has now lowered its projection to 1 .6%. In 
comparison, Forrester also adjusted its fore- 
cast for 2008 to 4.1%, down from 5.4%. 

Even the most recent forecast of 1 .6% growth 
this year, concedes Forrester analyst Andrew 
Bartels, may be subject to change. However, 
he says, "We prefer to be optimistic and paint 
a more likely picture." He believes that the 
recession in the IT sector will end around Q3 
2009. 

Forrester's report further states that sales of 
computer equipment, network equipment. 




and software are all slowing. Even the growth 
of consulting services, which saw a nice 
boost in 2008, is slowing down. The declines 
are expected to continue throughout the first 
half of this year. 

Compared to research conducted by Gartner, 
1 .6% growth indeed sounds downright opti- 
mistic; according to Gartner's Michael Smith, 
IT growth this year will essentially be flat. 
Although zero growth may sound dire, he 
points out that compared to the rest of the 
economy, zero is not that bad. "We're in a 
recession; the GDP is -5%. For tech to be 
flat, thaf s pretty good, comparatively." 

The outlook for IT during this dark economic 
time is astonishingly good, especially com- 
pared to the last recession in 2001 and 2002. 
There are a number of differences between 
then and now, notes Bartels. He points out 
that the last recession was caused primarily 
by the bursting of the tech bubble; in es- 
sence, tech was directly responsible for it 
and suffered commensurate losses. 

Further, he notes that during the last several 
years, IT departments have been adept at 
trimming their own costs. As a result, there is 
little fat to trim when CEOs are looking at 
budget cuts. 

Perhaps more importantly, according to Smith, 
is that because tech is so integrated with busi- 
ness, it's difficult to make IT cuts that don't 
also directly affect a company. Besides, he 
states, "Tech is a seen as a mechanism to 
lower cost, not a cost in and of itself." 

In short, although the economy is struggling 
and is taking IT with it to a certain degree, the 
tech sector is doing better than the economy 
as a whole. 

by Seth Colaner 
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• It's important to buy software with the fea- 
tures that your enterprise really requires. 

• IDS software is complex and requires skill 
to use properly, so make sure you have the 
in-house talent to manage it. 

• Prior to making the upgrade, install and 
use the software in a testing environment 
to determine that it is what you really need. 



by Bruce Gain 
• • • 

The grocery list of security threats to 
your enterprise is enough to keep any 
admin awake at night. Exposed ports, 
buffer overflow attacks, and just plain vul- 
nerable code are among some of the more 
general risks admins have to worry about, 
not to mention the increase in phishing 
attacks giving criminals access to your net- 
work behind the firewall. These threats are 
just a few of the many ways a hacker can 
gain access and wreak havoc on your data 
center and network. 

But given what will likely be an increase 
in sophistication of attacks in the future, 
what is an admin to do? While 
obvious to many, it is especial- 
ly vital to keep software up- 
dates and patches as current as 
possible. "There are the kinds 
of updates that remediate 
defects, vulnerabilities, [and] 
exploits," says Scott Mont- 
gomery, vice president of prod- 
uct management and global 
technical strategy for Secure 
Computing (www.securecom 
puting.com), which was recent- 
ly acquired by McAfee (www 
.mcafee.com). "This is defi- 
nitely a worthwhile pursuit for 
administrators, as the number 
of daily exposures continues to 
remain very high for both the 
operating system and the vari- 
ous packages and kits that peo- 
ple install upon them." 

But even if you are able to 
install every single update the 
second it becomes available, 
there's still a good chance 
your data center will come under attack by 
an intruder at some point. With attacks on 
the increase and data center information 
becoming increasingly important, taking a 
more proactive, aggressive approach to 
protecting your network is critical. One of 



the best ways to do so is to have a potent 
IDS (intrusion detection system) in place 
with real-time monitoring of network 
attacks. But is the IDS software that your 
enterprise has in place good enough? Here 
is a look at why you might want to make 
2009 the year you upgrade your IDS, as 
well as how to best to go about doing it. 

Know What You're Buying Into 

When it comes to the complexities of 
IDS packages, many vendors tout their 
offerings as one-size-fits-all packages, but 
these may not meet the requirements of 
what your enterprise really needs. Many 
capabilities extolled as "must-have" fea- 




Where To Start: 
Call In The Pros 



You may have a team of one of the best 
security experts in the business, but regard- 
less of talent and expertise, anybody can 
benefit from extra help, especially when it 
involves upgrading IDS (intrusion detection 
system) software. It is thus a good idea to 
get a qualified expert to offer some more in- 
depth input about what offerings will address 
the needs of the particular enterprise. 

"Most of the risks are from things that you 
do not know, so by bringing in a qualified 
expert, they have knowledge about what 
other people are facing and how other peo- 
ple have been hit," says Rob Enderle, princi- 
pal analyst for the Enderle Group. "So there 
are things that you may not be aware of 
where you are exposed." 



tures, in fact, may really be unnecessary; as 
a result, your existing IDS software may 
really not be what you need. An upgrade 
can add features that accommodate the 
needs of your enterprise. 

"A big problem in our industry [is that] 
the majority of intrusion detection products 
are purchased by people who don't really 
understand what they do," says Errata 
Security CEO Robert Graham (www.errata 
sec.com). 

Vendors often offer a full suite of fea- 
tures, but there are usually just a few key 
metrics admins need to be aware of when 
selecting new IDS software as part of an 
upgrade, Montgomery says. 

"IDS purchasers often find themselves 
having to spend some to a large block of 
their time on discovering and remediating 
the effects of false positives. . . . [Vendors] 
talk about the size of the overall signature 
set, but it' s the number of useful signatures 
that is the worthwhile metric," Mont- 
gomery says. "This is somewhat analogous 
to buying a standard wrench set with 85 
sockets and attachments and learning that 
what you really needed for your repair 
project were two metric-end wrenches. 
Very few of the tools that are out there 
assist administrators in identifying which of 
the thousands of signatures [are important] 



and useful to them in their day-to-day 
activities without creating time-consuming 
false positives." 

When looking for an upgrade, don't 
expect a new IDS program, for example, to 
simply send an email or an SMS message 
to your cell phone if there is an attack that 
warrants immediate action. 

"These products do not work like physi- 
cal alarms. An alarm in your home might 
be set off when somebody breaks a win- 
dow," Graham says. "However, in the case 
of computers, hackers are always probing 
your network defenses, so IDS [software] 
are monitoring thousands of attacks per day 
against your network." 

In-House Expertise 

The complexity of finding an IDS 
upgrade package that offers specific fea- 
tures geared for your enterprise should be 
addressed by someone who can truly 
understand the new software's ins and 
outs. Given IDS software's complexity, the 
person who sits in front of the monitor 
must know how to sift through 
the data and alerts. Unlike a 
lot of plug-and-play software 
suites, using IDS software to 
monitor attacks necessitates 
the skills of an adept admin 
who knows how to take ad- 
vantage of a particular IDS 
package's features. 

"Things like intrusion de- 
tection only work if you know 
what you are doing," Graham 
says. 

Given IDS software's com- 
plexity and the skills required to 
properly use it, investing in in- 
house training is important, 
regardless of whether you de- 
cided to upgrade or not. But 
unfortunately, those who hold 
the purse strings usually do not 
see the merits of such an in- 
vestment. Secure Computing's 
Montgomery says. "Training 
and education are typically the 
last dollars expended rather 
than the first," Montgomery says. 

Take It To The Lab 

You have short-listed the best IDS 
upgrade solutions for your enterprise — or 
so you think. But do you know how hard it 
is to install and then to use the different 
packages that you have narrowed down as 
potentially being the best for your enter- 
prise? The next step should involve imple- 
menting the different packages in a testing 
environment. 

"You definitely want to do tests to see 
how your network behaves prior to apply- 
ing traffic rules or policies that might 
impact your business," says Avishai Avivi, 
senior manager of the security engineering 
and research group at Juniper Networks 
(www . j uniper . net) . 

Gaining in-depth knowledge about the 
features different IDS software packages 
offer is also another opportunity to save 
money. There could be a window of oppor- 
tunity to find an open- source solution that 
may offer what you need for a lot less of 
an investment. 

"The best way is [to learn] by doing, 
[and] there are freeware products to start 
with," Graham says. "Plug them in, turn 
them on, and watch as hackers from around 
the Internet try to attack you." 



" Survey Ranks Companies' 
Trustworthiness 

A recent study from the Ponemon Institute, 
along with TRUSTe, asked 6,486 adult con- 
sumers which companies were the most trust- 
worthy in terms of privacy. A total of 71 1 com- 
panies were named, and American Express 
was ranked as the Most Trusted Company, 
followed by eBay, IBM, Amazon, and John- 
son & Johnson. TRUSTe notes that technol- 
ogy companies showed a marked improve- 
ment last year, as eBay, Apple, Yahoo!, 
Microsoft, and HP all bettered their previous 
rankings. About 73% of consumers say the 
protection of their personal privacy is either 
"important" or "very important," which is up 
from 69% in 2006. Of those surveyed, 45% 
feel they have control over their personal 
information— down from 56% in 2006. 

Semiconductor Industry 
To Post Decline 

According to statistics from Gartner, the semi- 
conductor industry will post a 4.4% decline in 
revenue compared to 2007. Counting last year, 
a decline in revenue for semiconductors has 
only occurred five times in the past 25 years. 
Gartner says Intel held the top semiconductor 
spot for the 1 7th consecutive year, with a mar- 
ket share of 1 3.1 % last year. Of the top 1 ven- 
dors, Qualcomm showed the strongest growth 
rate, as the company's revenue increased 
15%. Hynix Semiconductor experienced the 
steepest decline, with a drop of 29%. Gartner 
says the price drop of DRAM and NAND, 
caused by excess supply, was one of the key 
factors in many semiconductor revenue drops. 

Paris Apple Expo Canceled 

The Apple Expo in Paris has been canceled 
for 2009, as Apple is lessening the number of 
trade shows in which it participates. Apple has 
been moving away from the Paris exposition 
since 2005 when it canceled CEO Steve Jobs' 
keynote. Apple also announced that 2009 will 
be the last year in which it participates in the 

Macworld Conference 
W & Expo and that Jobs 

will not be delivering 
i^^^if^^ the keynote. Standing 

in Jobs' place will be 
Phil Schiller, Apple's 
senior vice president 
of worldwide market- 
ing. Many Apple fans 
are upset over Apple's 
decision to pull out of 
the conferences, and many are speculating the 
decision relates to Jobs' recent health scares. 

SanDisk & Toshiba To Cut 
Flash Chip Output 

Toshiba and SanDisk announced that they 
will be cutting the production of flash memory 
chips. Toshiba plans to cut about 30% of its 
production starting in this month. SanDisk, 
too, will cut about 30% of its production and 
will operate at 70% of its current capacity until 
market conditions improve. SanDisk says it is 
continuing to work with Toshiba on restructur- 
ing the manufacturing joint ventures and may 
sign agreements as early as this month. The 
price of flash devices is expected to increase 
as the production of flash memory decreases. 

Western Digital Eliminating 2,500 Jobs 

Hard drive manufacturer Western Digital is 
shedding about 5% of its workforce as part 
of an overall plan to cut costs. The company 
also is closing a drive factory in Thailand and 
a substrate fabrication facility in Malaysia; 
cutting pay for its executives, senior manage- 
ment, and board of directors; decreasing 
manufacturing hours by 20%; and reducing 
2009 capital spending by a third to $500 mil- 
lion. Western Digital also reduced its revenue 
outlook for the quarter ending in December 
from between $2,025 and $2,150 billion to a 
range of $1.7 to $1.8 billion. 
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Do you have a new product that 
data center/IT managers would be 
interested in learning about? 



Send your press release or 
related product information 
to press@processor.com. 




Clients 



■ Fujitsu Stylistic ST6012 

Fujitsu released the Stylistic ST6012 
slate tablet PC, which the company says 
has the first embedded biometric preboot 
authentication available on a slate platform. 



Fujfrsu 



THE POSSIBILITIES ARE INFINITE 



The ST6012 also has improved processor 
performance via an Intel Core 2 Duo ULV 
SU9400 1.4GHz CPU and has a semi- 
rugged exterior. Measuring less than 1 inch 
thick, the system has a 12.1 -inch antiglare 
XGA indoor/outdoor display and a multi- 
function pen for writing or sketching on the 
display. Other features include a rear- 
mounted Web cam (640 x 480), digital sig- 
nature capturing via automatic handwriting 
recognition and other software, 320GB 
hard drive or 64GB solid-state drive. 
Gigabit Ethernet, optional wireless USB 
and Bluetooth, and either Intel Wi-Fi Link 



5300AGN or Atheros XSPAN connectivi- 
ty. The 3.5-pound system starts at $1,999. 

■ Novell openSUSE 11.1 

The free version of SUSE Linux, Novell 
open-SUSE, is available in version 11.1. 
The first distribution, built entirely on the 
openSUSE Build Service 1.0 and based on 
the 2.6.27.7 Linux kernel, offers better sup- 



1^ 



open 



port for video cameras and other devices. It 
comes with the Nomad desktop, GNOME, 
KDE, and thousands of applications. Left 
out of this build is an EULA and any soft- 
ware that would limit openSUSE ll.l's 
redistribution. A retail box version is avail- 
able for $60, or it can be downloaded free 
at opensuse.org. 



Messaging & Telephony 



■ Critical Links edgeMobility 

Critical Links announced edgeMobility, 
a new set of features designed for edge- 
BOX. edgeMobility provides remote work- 
ers and telecommuters voice, data, and IT 



Critical 



links 



capabilities to help them stay connected 
with customers and colleagues. Some of 
the features that edgeMobility includes are 
Twinning, which enables a work phone 
and a cell phone to ring simultaneously; 
Follow Me/Find Me, which forwards unan- 
swered calls to another number; Fax2Mail, 
which sends faxes via email; remote work- 
er VPN access; and voicemail transcription 
that can be sent via email. edgeMobility is 
being offered as part of edgeBOX at no 
extra cost. 

■ GlobalSCAPE Mail Express 

GlobalSCAPE released Mail Express, 
its new Microsoft Outlook plug-in that 
facilitates the transfer of large attach- 
ments. The plug-in replaces attachments 
that exceed a configurable total size with a 
link; when the recipient opens the link. 
Mail Express will deliver the reconfigured 
files and confirm the transaction with the 
sender. IT administrators can configure 
the solution to only deliver certain file 
types and also audit specific transmissions 



and deliveries. Mail Express syncs with 
Microsoft Outlook and requires no end- 
user training. 

■ Intermedia Business Productivity Suite 

Intermedia made available BPS (Bus- 
iness Productivity Suite), a hosted solution 
that includes Microsoft Outlook 2007, 
Microsoft Windows SharePoint Services 
3.0, Microsoft Exchange 2007, and Mi- 
crosoft OCS (Office Communications 
Server) 2007 as a bundled offering. Inter- 
media BPS includes BlackBerry and 
iPhone synchronization; email compliance, 
encryption, archiving, and administration 
delegation options; and a high SLA 
(99.99% uptime guaranteed). Microsoft 
Outlook 2007 and Entourage 2008 are also 
part of the BPS plan offerings. BPS is 
available for purchase for $15 per user per 
month; month-by-month contracts are 
available. 



Networking & VPN 



■ Apani & Splunk EpiForce 

Apani, which specializes in cross-plat- 
form server isolation solutions, has part- 
nered with Splunk, an IT search company, 
to offer new features in the EpiForce prod- 
uct family. EpiForce will now feature 
Splunk' s IT Search and reporting capabili- 
ties to create on-demand customized 
reports and drill down on critical network 
activities. EpiForce is a software-based 
alternative to using network firewalls and 
VLANs for enterprise-level security inside 
the corporate network. The addition of 
Splunk' s IT Search and reporting capabili- 
ties will enable EpiForce to index, search, 
and report on IT data in real time. 

Go to Page 14 
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AcunetlxWeb 
Vulnerability Scanner 
v6.0 performs 
automated scans 
and displays 
vulnerabilities found. 

Small Business edition 
starts at $1,445; free 
version available 

(888) 593-5285 

www.acunetix.com 



Is Your Web Site Hackable? 

Acunetix Web Vulnerability Scanner 



Web site security is possibly today's most 
overlooked aspect of securing tine enterprise 
and should be a priority in any organization. 
Hackers are increasingly concentrating their 
efforts on Web-based applications, as inse- 
cure Web applications provide easy access to 
back-end corporate databases and also allow 
hackers to perform illegal activities using the 
attacked site. 

Acunetix Web Vulnerability Scanner automati- 
cally checks Web applications for known Web 
vulnerabilities, including SQL injection, XSS 
(cross-site scripting), and others. Concise 
reports identify where Web applications need 
to be fixed, enabling organizations to protect 
themselves from impending hacker attacks. 

Acunetix has a sophisticated vulnerability de- 
tection engine that comes with the pioneering 
AcuSensor Technology. This is a new security 



technology that allows developers to identify 
more vulnerabilities than with a traditional 
Web Application Scanner, while generating 
fewer false positives. In addition, it indicates 
exactly where the vulnerability is within the 
code and reports debug information. It also 
locates CRLF injection, code execution, 
directory traversal, file inclusion, and authenti- 
cation vulnerabilities. 

Acunetix Web Vulnerability Scanner is avail- 
able in three versions: A Small Business 
version for one nominated Web site; an Enter- 
prise version to allow for scanning of an un- 
limited number of Web sites; and a Consultant 
version, which allows users to perform pene- 
tration tests for third parties. 
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Powering Business Worldwide 



Eaton makes selecting Enclosure 
Power Distribution Units easy 

Uninterruptibility from Eaton® isn't a new offering. 
It's an iron-clad promise, bacl<ed by a $13B global 
organization and a century-long heritage with power 
protection, distribution and management expertise. 

Eaton's expanded portfolio of power distribution units 
(ePDU^^) offers the broadest range on the market. 
Making the right decisions from the start can make a difference 
in the dependability and efficiency of your infrastructure. 

Use our new product configuration wizard to search over 
1,000 products for the perfect solution. Tailor your ePDU to 
include a wide range of voltages using various combinations 
of NEMA and lEC outlets and plugs. 

Visit the product wizard to meet your power distribution 
challenges and power through. 

www.epdu.com/prsnws 

(877) 785-4994 

Eaton and ePDU are tradsmarks of Eaton Corporation. ©2003 Eaton Corporation. All fights reserved. 
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Continued from Page 13 
■ AVIcode Advisor 

AVIcode announced AVIcode Advisor, 
its new application health and behavior 
analysis solution. The solution automatical- 
ly generates a trend analysis of application 
performance data and correlates it to CPU, 
I/O, and memory utilization while helping 
organizations make decisions regarding 
server consolidation and virtualization. 



™AVIcode 



AVIcode Advisor provides an overall 
application quality assessment, as well as 
problem prioritization, which increases vis- 
ibility into the top performance, failure, 
connectivity, and security problems affect- 
ing applications to enable faster resolution. 

■ CA Plex r6.1 

CA has unveiled CA Plex r6.1, which is 
an application development environment 
designed to allow model-driven develop- 
ment of Microsoft .NET Framework, 
J2EE, and IBM iWeb services in order to 
help IT organizations deliver sophisti- 
cated and highly controllable S OA-based 
business solutions. CA Plex r6.1 can form 
and produce .NET-based services based 
on Microsoft's WCF (Windows Commu- 
nication Foundation), the unified com- 
munication technology for .NET develop- 
ers. In addition, CA Plex r6.1 has included 
features such as simplified viewing and 
documenting of group model updates, 
better APIs for expanding the CA Plex 
environment programmatically, and IPv6 
support. 



■ Quest Software PowerGUI PowerPacket 

Quest Software has released PowerGUI 
PowerPacket for VMware version 2.0, a 
PowerShell script library for VMware. It 
features virtualization management capabil- 
ities and allows virtualization domain 
experts to make the most of controlling their 
virtual infrastructure with Quest PowerGUI 
and the VMware Infrastructure Toolkit for 
Windows. PowerGUI is a free download 
designed to simplify management through 
Microsoft Windows PowerShell with an 
easy-to-operate user console, powerful 
script editor, and platform- specific Power- 
Packs. Using PowerGUI PowerPack for 
VMware version 2.0, IT personnel can also 
automate management tasks typical to virtu- 
al infrastructure. 

■ Shunra Software VE Network Catcher 4.6 

The VE Network Catcher 4.6, a network 
behavior recording tool which is designed 
to bring the real-world network environ- 
ment into the performance lab, is now 
available from Shunra Software. VE 
Network Catcher is designed to be the easi- 
est-to-use solution on the market that 
quickly provides accurate, live network 
behavior, is easy to configure and deploy, 
and automatically communicates the 
behavior recording back to the Network 



SHUNRA 



Catcher Server. A new Web browser-based 
feature supports recording of network 
behavior from endpoints behind fire- 
walls/NAT (network address translation) 
devices, WAPs (wireless access points), 
and mobile 2G/3G networks. 

■ Sun Microsystems Sun Rapid Solutions 

Sun Microsystems announced Sun Rapid 
Solutions, a set of services designed to target 
specific customer network infrastructure 
requirements for global Web buildout, data 
center efficiency, and high-performance com- 
puting. Sun Identity Provisioning is a pre- 
architected solution that provides automated 
and centralized information access control for 
a growing remote worker population. It offers 
IT security via audit trail reports and can 
lower help desk costs by delivering robust 
system-wide provisioning for HR synchro- 
nization and end-user self service. The Sun 
Managed Virtual Desktop is a virtualized 
desktop service to deploy, host, manage, ser- 
vice, and support a customer's desktop envi- 
ronment. The service supports Microsoft 
Windows, Solaris OS, and Linux as desktop 
environments. The Sun Compute Cluster is 
an open solution for compute-intensive data 
processing, and it's supported by Sun profes- 
sional and support services. 

■ Sun l\/licrosystems Sun xVI\/l VirtualBox 2.1 

Sun Microsystems released Sun xVM 
VirtualBox 2.1, an upgrade of its open- 
source desktop virtualization software. 
xVM VirtualBox software lets users cre- 
ate "virtual machines" into which they 
can install their OS of choice. xVM 
VirtualBox software supports most popu- 
lar host OSes, including Windows, Mac 
OS X, Linux, Solaris, and OpenSolaris. 
The 2.1 update includes improvements in 



graphics and network performance, easier 
configuration, and hardware platform sup- 
port for the latest processors. xVM 
VirtualBox 2.1 software features new 
accelerated 3D graphics to run applications 
popular among heavy users of imagery. 
Sun xVM VirtualBox 2.1 also includes 



^Sun 

microsystems 



built-in iSCSI support to connect to storage 
systems. Version 2.1 offers improved net- 
work performance, ideal for rich media 
applications. 



Physical Infrastructure 



■ Opengear EI\/ID 5000 

Opengear says with the recent expansion 
of its product line via a version 2.6 
firmware release, it now has the first con- 
sole server on the market that offers a new 
range of power-management software for 
managing power distribution units in data 
center racks. The new software assists sys- 
tem administrators and facilities managers 
with improving uptime and efficiency in 
order to save power and money. It is based 
on open-source PowerMan software that 
the Lawrence Livermore National Labora- 
tory developed for managing remote power 
control devices from one location. Open- 
gear' s software adds a front-end GUI to the 
software for easier management. Addition- 
ally, Opengear released the $195 HMD 
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Bonds fall on oil and proflt-taking call 

Cathy Murphy [cmurphy@axsciemo .com] 



Prices tumble after FIMCO's Bill 
Gross says investors may want 
to take profits; dollar weakens. 

September 29, 20.14: + 24 PM EDT 

NEW YORK (CMN/Money) - 
Treasury prices fell for a 
second straight session 
Wednesday after the 
government revised the 
broadest measure of economic 
activity higher and an 
influential bond manager called 
for investors to take some 
profits from the recent bond 
rally. 

Bonds were also hurt by a 
pullback In oil prices, which 
followed news that U.S. crude 
stocks had risen more than 
expected In the latest week. Rising 
energy costs have been seen as 
more of drag on !he economy than 



AXS-One Dynamic Data 
Migrator is designed to 
malce email, calendar, and 
email contact migration 
more efficient. 

(800) 828-7660 

www.axsone.com 



Email & Data Migration Get A Shot In The Arm 

AXS-One Dynamic Data Migrator 



Data migration from one email platform to an- 
other can be an unwieldy process, requiring a 
great deal of planning and preparation, not to 
mention an abundance of resources. For ex- 
ample, different platforms allow different inbox 
sizes, creating a potential nightmare for em- 
ployees who want to retain all their old emails 
after conversion and migration is complete. 

AXS-One's Dynamic Data Migrator applica- 
tion offers a policy-based method of migration 
designed to solve this problem. Dynamic Data 
Migrator lets users retain their recent emails 
after migration, but it also creates a way for 
people to retrieve older emails instantly with- 
out requiring administrators to keep them all 
on local servers. 

This helps relieve pressure on IT departments 
to create and maintain additional storage after 



the migration. Emails that are more than two 
years old are available to users via a Web- 
based portal. Overall, Dynamic Data Migrator 
helps users maintain access to information 
necessary for doing business. 

AXS-One has added new features to 
Dynamic Data Migrator: the company part- 
nered with CASAHL and Unify to offer a best- 
of-breed approach to migrating calendars, 
contacts, and applications in addition to email. 
The partnership is also designed to provide 
effective co-existence with Lotus environ- 
ments. The new enhancements will be avail- 
able in 01 2009. 



AXS 



one 



Email Server 



OutFtcje 





Remote Client 



Web Server 



Auto Fallover 



ZeroOutages can double the 
speed of your data center's 
Internet connectivity and 
guarantee 99.999% uptime. 



10Mbps Web bonding for $499/month 
3Mbps wireless failover for $149/nfionth 

(949) 477-6100 

www.ZeroOutages.com/Processor 



Faster Download Speeds + Peace Of Mind 

XRoads Networks: ZeroOutages.com 



With today's fast-paced, always-on business 
climate, enterprises are looking for increased 
bandwidth and guaranteed Internet uptime. 
That's why XRoads Networks, the leading 
broadband aggregation service provider, 
created ZeroOutages. 

ZeroOutages delivers turnkey simplicity for 
enterprises looking for more bandwidth and 
network redundancy. The solution includes 
everything required for a transparent installa- 
tion, including: 

• A secondary broadband connection, ranging 
between 768Kbps and 10Mbps, which is 
combined with your existing primary Internet 
connection. 

• Transparent switching technology that 
automatically detects any outage and 
reroutes traffic on the fly. 

• And our dedicated network operations 
center, which monitors your links 24/7 
and provides daily network usage and 
SLA reports. 



All features are bundled in a single, easy-to- 
deploy service, which enables end users to 
improve their productivity and avoid unneces- 
sary downtime. 

The ZeroOutages solution is designed to 
provide 99.999% uptime for SAP, Oracle, 
CRM, and other mission-critical server 
applications for remote and branch offices. 

The service is perfect for both data centers 
and the remote and branch offices that 
depend on them. If your end users depend 
on being able to connect to your data center, 
you need this service. 



www.ZeroOutages.com/Processor 
Use this link to see a special offer. 
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Product \^ Releases 



(Environmental Monitor Device) 5000, 
an environmental monitoring product that 
helps IT and facilities managers monitor 
rack-level environmental conditions, such 
as heat, humidity, smoke, water leaks, and 
cabinet intrusion. 



Security 



■ Blue Ridge Networks Blue Ridge/ 
Secure AppGuard 

Zero-day threats are doing end runs 
around traditional, signature-based anti- 
malware utilities, says Blue Ridge. Its new 
software. Blue Ridge/Secure AppGuard 
aims to fill in the security gaps. By manag- 
ing file system and Registry access, the 
software blocks unauthorized behavior and 
protects applications and the OS. It costs 
$24.95 per seat. 

■ Catbird Compliance Enforcer 

Catbird has released the Compliance 
Enforcer, a free service the company says 
validates and enforces the security and 
compliance of virtual data centers instantly 
and uses automated VM quarantine tech- 
nology. Catbird says the Enforcer will ana- 
lyze all virtual machines, virtual networks, 
and hypervisor management networks to 
immediately quarantine questionable sys- 
tems and traffic. Further, it will generate 
reports concerning conditions that violate 
established regulations. The service is 
based on the company's patented V- 
Security, which is a noninvasive SOA for 
virtual and physical networks with plat- 
form support for rogue VM quarantine, 
network access control, sprawl manage- 
ment and control, intrusion prevention and 
intrusion detection, policy compliance and 
enforcement, vulnerability monitoring. 



auditing compliance, and virtual network 
segmentation. 

■ Entrust Certificates For Adobe CDS 

New digital certificates from Entrust, 
made especially to dovetail with Adobe's 
CDS (Certified Document Services) pro- 
gram based on public key encryption, are 



® 



Entrust 

Securing Digital Identities 
& Information 



now available for electronic document 
authentication. A PDF signed with one of 
the new digital certificates will appear with 
visual trust indicators in recent versions of 
Adobe Acrobat and LiveCycle. 

■ Lumigent Technologies Audit DB 6.2 

Lumigent Technologies has announced 
Audit DB 6.2, a unified solution for data 
auditing, policy management, and data- 
base assessment that is also the core tech- 
nology powering Lumigent' s App GRC. 
Audit DB 6.2 is designed to help organiza- 
tions map business processes to a set of 
automated controls and continuously mon- 
itors for abuse of information policies and 
inappropriate access and use of sensitive 
data. Features include audit and compli- 
ance controls over data assets and trans- 
parency of data integrity through the 
delivery of a complete audit trail, automat- 
ed and continuous database assessment 
with database activity monitoring, support 
for IBM DB2 9.1, and improved support 
for SQL Server clusters. 

Lumigent 




stantly Search 
Terabytes of Text 





instantly Search 
Terabytes ofjext 




♦ dozens of indexed, unindexed, 
fielded data and full-text 
search options (including 
Unicode support for hundreds 
of international languages) 

♦ file parsers / converters for 
hit-highlighted display of all 
popular file types 

♦ Spider supports static and 
dynamic web data; highlights 
hits while displaying l inks , 
formatting and images intact 

♦ API supports .NET, C++, Java, 
databases, etc, New.NET 
Spider API 

The Smart Choice foT 
Text Retrieval® since 1991 



♦ "Bottom line: dtSearch manages a terabyte of text in a single 
index and returns results in less than a second" - InfoWorld 

♦ "For combing through large amounts of data," dtSearch "leads the 
market" - Network Computing 

♦ dtSearch "covers all data sources ... powerful Web-based engines" 
- eWEEK 

♦ dtSearch "searches at blazing speeds" - Computer Reseller News 
Test Center 

See www.dtsearch.com for hundreds more reviews, 
and hundreds of developer case studies 



"tonxact dtbearch Tor Tuiiy-Tunctionai evaiamrons 



1-800-IT-FINDS • 301-263-0731 • www.dtsearch.com 

(1-800-483-4637) 



Security 



November 7, 2008 




Easily Add Biometric Security To Your Data Center 



Privaris plusID Personal Identity Verification Token 



plusID 



plusID identity verification tolcens 
mrk with existing door readers 
for an easy upgrade to the height- 
ened security of biometrics. 

(434) 293-4033 

www.Privaris.com 



PRIVARIS 



Data centers require "proof-positive" identity verification to 
properly secure the enterprises' valuable assets. But most 
biometric access control solutions entail the costly and 
complex installation of specialized readers and modifications 
to backend systems. 

The plusID personal identity verification token from Privaris 
offers an easy and cost-effective path to the heightened 
security of biometrics — without ripping and replacing equip- 
ment or installing specialized access control software. plusID 
works with your existing door readers for rapid enterprise 
deployment. Simply issue authorized staff a plusID token 
in place of a standard access card to provide them with a 
secure credential that only they can use. 



plusID outputs a standard card signal only after its rightful 
owner matches their live fingerprint to the print securely 
enrolled and stored on their device. The only installation re- 
quired is the issuance of a new card number in your existing 
PACS (physical access control system). 

Once inside the data center, the multi-function plusID also 
supports logical/IT access for secure logon to PCs and lap- 
tops — no need for backend systems or specialized middle- 
ware. All of the biometric processing happens on the device. 

plusID puts the convenience of biometric processing directly 
in the hands of its user, eliminating the organization's liability 
for maintaining and securing biometric databases. 



Save 
Yourself 
Time 



When you post a free Want-To-Buy 
or For-Sale Listing at Processor.com. 

you save more thar^ time. Hur^dreds 
of the nation's leading computer 
dealers will see your posting and 
let you know if they have the 
equipment you are looking for. 
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Physical Infrastructure 




RS232 Access 
! Rebootable Receptacles 

RPC14 

8 Receptacle Power Control and Monitoring 

Current, Voltage, Power, and Temp Monitoring 
LCD Screen displays power monitoring information 
RS232 interface, 120/208VAC 10,20,30A Models 
Turn On, Off, or Reboot any or All Receptacles 



BayTech 

(800) 523-2702 
www.baytech.net 
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Switched CDU CW-24V2 




Power cycle individual or 
groups of outlets to remotely 
reboot network devices. 




• 208V to 240V Single or 3- 
Phase power at 20 or 30A 

• Access and Security: Web 
interface, SSL, SSH, Telnet, 
SNMP, LDAP, TACACS-h, 
and RS-232 access 

• Environmental Monitoring 

• Fuse Retractor 

• High-Density 24 IECC1 3 




^^^^^^m Server Technology Inc. 

^^^^^ (800)835-1515 
Server Technology, Inc. www.servertech.com 



Physical Infrastructure 




CatSE And Cat 6 Cables 

We're more than a Rackmount Company! A complete line 
of CatSE, Cat 6 cables, including excellent bulk pricing. 

• CatSE patch and Cat 6 patch panels; Fiber Optic Cable 

• Molded, snagless, strain-relief booted patch cables 

• Custom cable assemblies 

• CatSE and Cat 6 bulk UTP network cables 

• SVGA super monitor cables and VGA extenders 



RACKMOUNT 

SOLUTIONS, LTD 

ISO 9001:2000 Certified 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 



Physical Infrastructure 




Sale Price 
$2,273.00 



NX1ig-CIP32e 

High-density Cat S KVM with either 16 or 32 ports in 1 U 
Single (One-Man) installation slide for easy, quick installation 
104-key notepad keyboard with full numerical pad 
Mix PS/2, USB, and Sun multiplatform switch capability 
Secure remote user access across the World Wide Web 



l-THCH 
COMPANY 

WACKMQUfsJT SOLUTION 



i-Tech Company 

(888) 483-2418 
www. i-techcompany.com 
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Air Conditioned Server Cabinet 



Prices starting at 

$3,420 




RACKMOUNT 

SOLUTIONS, LTD 

ISO 9001:2000 Certified 



• From 1 ,800 to 20,000 BTU 

• Rackmount and Sidemount 

• Three sets of L-shaped 
universal vertical rails 

• Base, casters, and leveling 
feet standard 

• Removable side panels 

• Lexan front door (or solid 
steel) w/ lockable handle 

• Steel rear door with lockable 
swing door handle 

• Avail, in heights of 24u, 30u, 
3Su, 40u, 42u, 44u, 48u; 
depths of 24", 30", 36" and 
42"; widths of 19", 23"&24" 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 
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MIcroGoose Climate Monitor 

Low-Cost MicroGoose Climate Monitor with PoE 

$1 99 — Low-cost Web server 

Small, fits anywhere 

Temperature & Humidity Sensor built-in 

Power over Ethernet (PoE) 

Multiple alarms per sensor 

1 -Year Warranty/30-Day Money Back Guarantee 




it Watclidogs 

(512) 257-1462 ext 537 
www.ITWatchdogs.com 
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$2797 

Meets any price! 



CoolCubelO 

RACK IT - STACK IT - MOUNT IT - HANG IT 
Tired of Overheated Server Rooms? The CoolCube 10 
Offers an Exceptional Cooling Solution for Electronics 

S0% smaller than competitors, provides 10,000 btu/hr 
Installs into any 2- or 4-post 19" rack or is portable in room 
Automatic restart function for power outages 
Cost-effective for after-hours and weekend cooling 
Uses standard 1 1S VAC power source 



RACKMOUNT 

SOLUTIONS, LTD 

ISO 9001:2000 Certified 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 
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24 Receptacles 



LCD Display 
RS232 Access 

RPC 22 

24 Receptacle Remote Power Monitoring & Distribution 

Current, Voltage, Power, and Temp Monitoring 
LCD Screen Display 

RS232 Interface 120/208VAC 10,20,30A Models 
Power Distribution and Monitoring In One Unit 



BayTech 

(800) 523-2702 
www.baytech.net 
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Sentry 30-A Fail-Safe Transfer Switch 

Provides fail-safe redundant power to single-power corded 
equipment 

Fast Transfer Rate— Power interruption will not affect equip- 
ment uptime or performance 

Patented arc-suppression and power in-feed sharing tech- 
nology extend product life and performance 
High Density— 100 to 240V and 16/32A 



ar 

Server Technologyf Inc. 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtech.com 
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RS232 Port 




4 receptacles 
per side 



RPC 18 

8 Receptacle Power Control / Monitoring w/Trans Switch 

• Current, Voltage, Power, and Temp Monitoring 

• Automatic Transfer Switch 

• RS232 or Network Interface 120/208VAC 10, 20, 30A Models 

• Turn On, Off, or Reboot any or All Receptacles 



BayTech 

(800) 523-2702 
www.baytech.net 
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CYBER®SWITCH(NG« 



Dualcom S 

Cyber Breaker^ the Virtual Circuit Breaker™ 

Monitor and manage current consumption at EACH outlet 

TCP/IP or RS-232 

SNMP management 

Available with Enterprise Management Console™ (EMC) with 
Virtual PDU™ 



CYBER@SWITCHING 



® 



Cyber Switching Inc. 

(888)311-6277 
www.cyberswitching.com 



Physical Infrastructure 



CS-27V Sentry Smart CDU 

Provides reliable power distri- 
bution. Use one IP address 
across different power circuits. 

• High Density 

• Multiple Voltage Outputs 

• Input Current Monitoring 

• IP Access & Security 

• Alerts for Power & 
Environmental Conditions 

• NEW! Fuse Retractors for 
Branch Circuit Protection 

• Environmental (Temperature 
& Humidity) Monitoring 

• NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtec h . com 




Server TechnoEosY/ Inc. 
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Separate Yourself From The Pack 



"Talent Is Overrated" Explores 

How Companies, Individuals Can Excel 



by Kurt Marko 

What is the source of human achieve- 
ment: Is it nature or nurture? It's an ancient 
debate, first explored when Greek philoso- 
phers mused on the nature of virtue and 
greatness and refueled in the last century 
when social scientists such as B.F. Skinner 
questioned the natural or genetic origins of 
human intelligence. 

Geoff Colvin applies the question to busi- 
ness in "Talent is Overrated: What Really 
Separates World-Class Performers from 
Everybody Else," where he questions pre- 
suppositions linking outstanding perfor- 
mance with natural, innate abilities, or tal- 
ents. Using historical studies of legendary 
prodigies along with a survey of recent psy- 
chological research into performance and 
expertise, Colvin concludes that the notion 
of naturally bom brilliance is folklore. 

"Asked to explain why a few people truly 
excel, most of us offer one of two answers. 
The first is hard work. . . . The other possibil- 
ity is that the elite possess an innate talent for 
excelling in their field," Colvin says, adding 
that people often assume that Mozart was 
bom with an amazing gift for music or that 
Warren Buffett has some as-yet-undiscov- 
ered money-making gene. Colvin concludes 
that neither of these explanations is tme and 
that "Great performance is in our hands far 
more than most of us ever suspected." 



Talent Is 
Overrated 



Debunking Myths 

After setting out his 
talent-degrading thesis, 
Colvin begins by debunk- 
ing the myths surround- 
ing famous prodigies and 
wunderkind. Combing 
through the backgrounds 
of exceptional perform- 
ers, Colvin finds that 
their "gifts" were mani- 
fested after years of study 
and practice. Colvin con- 
cludes, "The research 
tells us that intelligence 
as we usually think of 
it — a high IQ — is not a 
prerequisite to extraordi- 
nary achievement." 

So just what makes the 
greats so great? Colvin 
bases his arguments on 
work by cognitive psy- 
chologist and leading expert on expertise. Dr. 
Anders Ericsson. In studying how people in a 
range of disciplines gained proficiency to the 
point of noticeable differentiation from their 
peers, Ericsson posited the notion of "delib- 
erate practice" in a specific domain, not 
innate ability, as the proximate cause. 

Colvin then spends several chapters 
describing what differentiates deliberate 



What iJea/Zj Separates 
World-Class Performers from 
Evervbody Else 
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GEOFreOLVIN 



"Talent Is Overrated: 
What Really Separates 
World-Class Performers 
from Everybody Else" 

Author: Geoff Colvin 
Publisher: Portfolio 
Price: $25.95 
Format: Hardcover, 224 pages 



practice from simple, 
unstructured toil and how 
to establish such a prac- 
tice regimen. He then 
extends the focus to 
explore how the same 
practice philosophy that 
made Jerry Rice the 
NFL's greatest receiver 
can be institutionalized by 
business to maximize the 
performance of employ- 
ees and groom the next 
superstar CEOs. 

Echoing the wisdom 
that nothing good in life 
comes easy, Colvin stress- 
es that the practice and 
training needed to excel is 
hard, often unpleasant, 
work. He concludes the 
book by exploring the 
more philosophical issue 
of motivation, question- 
ing why some people are 
driven, constantly pushing 
themselves to be the best, 
while others are content to 
cruise through life being merely good 
enough. 

Applying Research & Arguments 

"Talent is Overrated" may seem to have 
more in common with a new-age self-help 
book, but Colvin, as a seasoned business re- 
porter, repeatedly applies his arguments and 
research to the implications for companies 



I 



and individual careers. Whereas a self-help 
guru might stress the comforting "you can be 
anything" message, Colvin' s conclusion was 
probably best summed up generations ago by 
that wizard of science, invention, and busi- 
ness, Thomas Edison: "Genius is 1% inspira- 
tion and 99% perspiration." 

Key Concepts 

^ There's no such thing as natural, innate 
talent for specific tasks. Various intelligence 
and psychological studies show that many 
attributes previously thought to be natural 
gifts, such as memory, musical skill, and ath- 
letic ability, can be taught and improved upon 
with thorough, deliberate practice. Practice 
can indeed make perfect. 

y Aimless, unfocused effort is not enough to 
guarantee excellent performance; quantity of 
practice or training cannot make up for poor 
quality. 

y The drive or passion to pursue excellence 
in a selected discipline is largely intrinsic. It is 
difficult to motivate someone who doesn't 
have the desire or belief that she can excel to 
the highest levels. 

^ Organizations can create a culture, with 
supporting processes and guidelines, which 
fosters the deliberate practice necessary for 
innovative products, visionary leaders, and 
outstanding employees. 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

/Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 



ar 

Server TechnoIosYjr Inc. 



• High Density 

• Multiple Voltage Outputs 

• Input Current Monitor 

• IP Access & Security 

• SNMP Traps 

• Environmental (Temperature 
& Humidity) Monitoring 

• Branch Circuit Protection 

• NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtec h . com 



Servers 
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NEC SigmaBlade Servers 

SigmaBlade 120Bb-6 features a standard chipset, two SAS 
2.5 inch internal hard disk drives, and 32GB memory. 
SigmaBlade120Bb-d6 SAN features 96GB memory. It has 
no internal hard disk drives and requires connection to a 
SAN storage for its hard disk needs. Great for virtualization. 
SigmaBlade 120Bb-m6 is a dual-slot, high-capacity blade 
with 96GB memory and six SAS 2.5-inch hard disk drives. 



STORAGE 



Condre Storage 

(952) 294-4900 
www.condrestorage.conn 



Physical Infrastructure 




Low Profile 19" Server Rack Cabinet 

Choose from a large selection of four different series to 
find a cabinet for your specific application. 

• Available in variety of sizes: From 3U-25U 

• Usable cabinet depth from 22.5"D to 34.5"D 

• Universal rack rails fit all major brand servers 

• TTSC Series shown 

To Learn More, 
Visit: www.iscdfw.com 
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TM Information Support ConcGpts,iNc 

Leading Information Technofogy Products Since 1587 



Information Support Concepts Inc. 

(800) 458-6255 
www.iscdfw.com 




Attention Manufacturers: 

Advertise Your Products 
In Processor's Showcase 
Product Directory! 



Proven publication in 
business since 1979 
Color picture 
Detailed, editorial-style 
product description 
Internet exposure via our 
Web site; Processor.conn 
Only $176 an issue 




Call Us Today At 
(800) 247-4880 



Networking & VPN 
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P580 & P882 

(was Avaya ® Cajun P580 & P882) 

• VoIP (Low Jitter, Low Latency - MOS quality) 

• NEBS complaint & Redundant 

• Over 1000 HDTV streams plus 2000 VoIP calls 

• Multicast Video 

• Great lease program & new product development 
® Avaya and Cajun are registered trademarks of Avaya. 

^rch 

Arch Convergence Inc. 

(978) 263-1974 
www.ArchConvergence.com 
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company, product, or service here. 
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Standby, Hibernate 
& Power Off 



Saving Energy Costs 
On The Desktop 

by Sandra Kay Miller 

At midsized enterprises when employees 
leave for the day, they often leave their 
computers on so when they return to their 
workstations, they can instantly pick up 
where they left off. Although this may be 
convenient, during nonuse hours the PCs 
and monitors are still consuming power and 
emitting heat, in turn requiring environmen- 
tal cooling. Over time, all that energy use 
equates into wasted dollars. 

According to an October 2008 Forrester 
Research online survey, 67% of respondents 
reported they had launched a corporate 
green initiative in an effort to reduce ener- 
gy-related operating expenses. "Businesses 
today are going for quick wins when it 
comes to reducing energy costs," points out 
Christopher Mines, Forrester vice president 
and lead green IT analyst. That means sim- 
ple ideas such as turning off unused equip- 
ment and instituting power-saving settings 
on existing equipment. 

Starting in June 2007, Energy Star, a joint 
venture between the Department of Energy 
and the Environmental Protection Agency, 
began rating energy-efficient computer 
equipment that uses 25 to 60% less power 
than traditional models. However, it is criti- 
cal to note that even if computer equipment 
receives a high Energy Star rating, machines 
should be set to take advantage of power- 



saving settings through the operating system 
in order to achieve maximum power savings. 

Built-in Power Settings 

With the majority of enterprise desktop 
PCs running a Microsoft operating system, 
the capability to customize power settings 
is included. Through the Windows Control 
Panel, users can quickly configure Power 
Options that can reduce or eliminate power 
usage when the machine becomes idle. 

There are a number of items on the desk- 
top that require power — monitor, hard drive, 
CPU, etc. Within the Windows Power 
Options Properties in Windows XP, there are 
both general and granular settings to initiate 



What Is The Difference? 



There are four choices when it comes to saving 
energy on the desktop, each with its own pros 
and cons. 

• Standby (aka suspend). The machine is put 
into a low power mode, and the disk and 
CPU shut down. When revived, the PC 
recovers quickly, as the current state is 
stored in RAM. The operating system does 
not go through the boot process. Standby is 
not for long-term use. 

• Hibernate. The current state of the machine 
is saved to a file on the hard drive, and the 
machine draws no power. When revived, the 
PC takes longer to recover but is returned to 
the original state. The operating system does 



power savings. For example, users can 
choose to power off their monitors after 
being idle anywhere from one minute to five 
hours. The hard disk has similar settings. 

For Windows Vista, the power settings 
include options for the hard disk, wireless 
adapter. Sleep mode, USB ports, power but- 
tons and lid, processor, search and indexing, 
display, multimedia, battery, and graphics. 

Users also have the ability to designate and 
save Power Schemes (WinXP) or Plans 
(Vista). These allow for different energy con- 
servation settings and are more commonly 
used for laptops. For instance. Vista offers 
three default Power Plans — Balanced, Power 
Saver, and High Performance. For example, 
a user may designate a Power Saver plan 
when using a laptop remotely but switch to 
Balanced when the machine is docked at his 
desk in the office. 

WinXP offers Standby and Hibernate 
modes that both save the current state and 
energy when the machine is idle. In Vista, 
Microsoft combined Standby and Hibernate 
into a single power-saving state called Sleep. 



Looking Ahead 



not go through the boot process. Hibernation 
is for long-term use. 

Shut Down. The machine is completely shut 
down, and the current state is not saved. 
When power is restored, the operating sys- 
tem must go through the boot process. Shut 
Down is for long-term use. 
Sleep. Available in Vista, Sleep mode is a 
combination of Standby and Hibernate that 
shuts down the computer while preserving all 
open windows, documents, and programs. 
Everything is completely shut down except 
minimal power to the CPU and RAM, allow- 
ing the user to resume almost instantly. 
Sleep mode can be used for both short peri- 
ods of time and long-term use. 



PCs will continue to serve as the primary 
method for desktop computing; however, 
many enterprises are starting to make the 
switch to thin-client technologies to add to 
their overall savings. 

• Consider that desktop computers use as 
much as 280 watts of energy, while thin 
clients utilize approximately 30 watts. An 
enterprise replacing a thousand desktops 
with thin clients could reap a nearly 90% 
reduction in energy costs. 

• Thin clients do not have moving parts 
or fans, so they last longer. Gartner 
Research estimates that the average MTBF 
of thin-client hardware is 175,000 hours, as 
opposed to 25,000 hours with traditional 
desktop machines, making their overall 
return on investment much more appealing. 

The EPA recommends setting systems to 
automatically reduce power consumption 
after being idle for 30 to 60 minutes. 

Make It Happen 

For smaller organizations, enabling power- 
saving settings can be as simple as having IT 
staff configure each system. For larger orga- 
nizations, the power-saving features can be 
controlled via the network through freely 
available utilities or commercial asset man- 
agement solutions. 

General Electric estimates that it has saved 
$6.5 million by enabling the computer man- 
agement features on 75,000 company com- 
puters. 'It was really a no-brainer," says Al 
Werner, IT manager at GE. "Once we justi- 
fied the savings we could easily achieve 
without impacting day-to-day operations, 
management gave us the green light." 

Prior to a company- wide rollout, GE tested 
to ensure the power management settings 
Go to Page 20 
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DataCore SANmelody provides 
best-of-breed storage virtual- 
ization 

(866)516-5491 
www.fairwayconsulting.com 



DataCore Does For Storage What VMware Does For Servers 

DataCore SANmelody 

Fairway Consulting Group offers services 
based on best-of-breed virtualization technolo- 
gies, including storage, server, desktop, appli- 
cation, and disaster recovery. As a channel 
partner with several virtualization manufactur- 
ers, FCG helps companies focus on sustain- 
ability, data growth, performance demands, 
end-of-life hardware, and disaster recovery. 

FCG is a Premier Channel Partner with Data- 
Core Software, with products focusing on stor- 
age virtualization, management, and 
monitoring. DataCore SANmelody, SANsym- 
phony, SANmaestro, and Traveller CPR offer a 
combination of features and functionality to 
meet the needs of any enterprise. 

DataCore SANmelody overcomes the high cost 
barrier and complexity of traditional SANs by 
converting x86-based servers (physical or vir- 
tual) into fully capable SAN controllers that can 



virtualize any raw disk and serve them to appli- 
cation servers over iSCSI or Fiber channel. 

DataCore is intelligence only, delivering the flex- 
ibility that conventional hardware virtualization 
cannot provide. And with DataCore, you can 
leverage your existing hardware and add new 
hardware later on-the-fly, with no interruptions. 

DataCore's SAN solution features include: 

• Hardware independence 

• 65% increased storage utilization on average 

• True active/active high availability 

• Asynchronous IP Mirroring 

• Snapshot (COW or complete image) 

• iSCSI and Fiber Channel-ready 

• 100% investment protection on upgrades 
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Strategies For 
A Down Economy 

In this troubled economic climate, IT budgets 
are shrinking, and businesses are looking for 
new avenues to reduce costs and gain a 
competitive edge. Microsoft and HP recently 
announced 0% financing to help soften the 
blow on budgets and encourage sales. Joe 
Pucciarelli, program director of technology 
financing and management strategies at IDC, 
says that this move "makes perfect sense. In 
this economic downturn, access to capital 
has changed. We've gone from one of the 
loosest credit markets to one of the tightest 
credit markets in the blink of an eye." 

HP's bold strategy is to offer customers HP 
Business Technology Optimization and 
Information Management software with 0% 
financing through HP Financial Services. 
Eligible products include HP Network Node 
Manager, Operations Manager, Neoview 
Enterprise Data Warehouse, Database Ar- 
chiving for Microsoft SQL Server, and Email 
Archiving for Microsoft Exchange. HP offers 
the 0% lease rate for up to 36 months on 
qualifying transactions between $100,000 
and $1 million. The offer applies to customers 
in the United States and UK and multiple 
European countries. HP plans to offer the 
new financing terms through Jan. 31 . During 
the same period, HP also offers a 4.9% lease 
rate for a 36-month term on all HP products 
$3,000 and up. When the lease term expires, 
customers can purchase the equipment at 
fair market value, return it, upgrade, or look 
into other leasing opportunities. 

Microsoft's intrepid plan to help corporate IT 
weather the financial storm is to offer new 
Microsoft Dynamics ERP and CRM cus- 
tomers 0% financing for 36 months. Eligi- 
ble customers must qualify for Microsoft 
Financing on purchases between $20,000 
and $1 million. The promotion is applicable to 
licensing and first-year enhancement costs 
on Microsoft Dynamics NAV, Microsoft Dy- 
namics AX, Microsoft Dynamics GP, Micro- 
soft Dynamics SL, and Microsoft Dynamics 
CRM solutions. Customization costs, prod- 
ucts from independent software vendors, and 
partner services are not applicable. Eligible 
customers include the United States and UK, 
Canada, Australia, New Zealand, and several 
European countries. 

According to Pucciarelli, "It's a fallacy that in 
a down economy IT has less work to do. On 
the contrary, IT faces additional challenges 
as more demands are put on them. Now that 
the market has turned, companies who offer 
financing become an attractive option for 
businesses struggling in this climate." 

by Andrew Leibman 



Insider Threats 

In A Down Economy 



Data Security Risks Come 
From Surprising Places 

by Carmi Levy 
• • • 

Enterprises worried about the impact of 
the worsening economy have a new reason to 
be concerned: Rogue employees with a bone 
to pick may not always play nice. The 
spreading epidemic of layoffs is spawning 
fears of compromised systems, breached 
data, and expensive privacy nightmares for 
enterprises already struggling to survive. Are 
insider threats keeping you up at night? 

A Growing Problem 

Industry observers say evidence is mount- 
ing that insider-related security breaches are 
on the rise. 

"It's not surprising," says Michael Maloof, 
CTO of TriGeo Network Security (www.tri 
geo.com). "If employees aren't being laid 
off, they're worried for their future. As they 
watch their 401(k)s tumble, they see CEOs 
with golden parachutes cruising around in 
corporate jets. There's a fair amount of ani- 
mosity out there. Businesses face huge chal- 
lenges when dealing with the illegitimate use 
of legitimate access." 

Phil Neray, VP of security strategy for 
Guardium (www.guardium.com), says eco- 
nomic turmoil lies at the root of two potential 
threats for most enterprises. 

"[A bad economy] will result in people 
either being laid off and therefore potential- 
ly turning rogue and taking sensitive infor- 
mation with them," he says, "or it might 
make lower-paid workers more prone to 
doing something they might not otherwise 
have done, such as looking at personal data 
and perhaps selling it on the black market." 

Data: A New Source Of Income? 

Maloof says employees fearful of losing 
their jobs often resort to desperate measures, 
such as creating logic bombs and backdoors 
to either take data with them or lay the 
groundwork for elaborate revenge scenarios. 
The emerging market for personal data may 
push some employees toward criminal acts 
as a means of making ends meet. 

Brian Contos, CSO of ArcSight (www 
.arcsight.com), says outsourcing only adds to 
the risk. "These days, so many partners, con- 
sultants, and contractors interact with organi- 
zations on a daily basis," says Contos. 
"There are many conduits into the company. 
Everyone's an insider now." 



Although most organizations already 
have policies in place outlining who can 
access sensitive data, enforcement has long 
been a challenge. Neray, whose company 
specializes in safeguarding databases, says 
the growing popularity of enforcement 
tools, including appliances, gives teeth to 
formerly toothless policies. 

Contos agrees. "When employees think 
they can do whatever they want and no one 
will know the difference, they may be 
prone to doing unethical things. But if they 
know there's a video camera or similar 
device recording their every move, they'll 
think twice." 

It Takes A Breach 

Contos says it often takes a major disaster 
before companies commit to implementing 
tighter internal controls. Approximately 85% 
of companies that approach ArcSight do so in 
response to an event that's already occurred. 

"It's sad to say, but it's almost human 
nature," he says. "If someone breaks into 
your neighbor's house, you might consider 
investing in more security for your home. 
But if someone breaks into your house, 
you'll almost certainly install more security." 

Nick Cavalancia, VP of Windows man- 
agement for ScriptLogic (www. scrip tlogic 
.com), says SMEs need to focus on three 
core areas when tightening internal security. 
Start by locking down USB ports. Use poli- 
cies and actual tools to limit what users can 
plug into these ports. Although Windows 
Group Policy allows blanket bans on USB 
access, third-party products offer more sub- 
tlety and flexibility. Use third-party solutions 
to validate USB devices by serial and vendor 
ID numbers and prevent risks associated with 



uncontrolled personal devices. Finally, 
implement structured reporting; real-time 
and post-event reporting facilitates forensic 
analysis to reduce vulnerability over time. 

Cavalancia also recommends watching 
for emerging vulnerabilities, such as 
Podslurping, where employees use high- 
capacity media devices to remove large 
volumes of data, and Bluesnarfing, where 
employees steal information via Bluetooth. 

Helen Yu, senior product manager with 
Symantec, says organizations shouldn't 
assume every internal breach is malicious. 

"From the research that we've seen, more 
than half of all breaches are insider-related," 
says Yu, "but only less than 1% of the time is 
it deliberate. Most of the time it's either inad- 
vertent or due to broken business processes. 

"Employees often don't understand the 
appropriate steps to take. For example, I 
may email some work home to my personal 
email account without realizing it' s a viola- 
tion of policy." 

Avoid Heavy-Handedness 

In cases involving accidental internal 
breaches, Yu says a more adaptive response 
that pops up advisories instead of locking 
out the resource can effectively modify 
employee behavior. 

Yu says companies should also focus on 
unifying their policy management strategy. 

"Time and again, we hear from cus- 
tomers that the key requirement for them is 
to be able to write just one policy and then 
enforce it across all data threats," she says. 
"Whether it's stored data, sent data, or data 
downloaded to an endpoint or USB device, 
a unified approach saves effort and reduces 
the risk of missing something." 



Three Steps To Reduce The Risk 



Helen Yu, senior product marketing manager 
for Symantec (www.symantec.com), says orga- 
nizations looking to reduce vulnerability to inter- 
nally sourced threats must be consistent in their 
approach. She recommends the following three 
steps as an optimal starting point: 

• Define acceptable use policies. Identify all 
potential data threats— such as database- 
borne attacks, deliberate extraction of data 
via removable devices or inadvertent access 
to confidential file— and leverage a unified 
management platform across all of them for 
consistent and appropriate enforcement. 



Identify your response options. Although 
some organizations may simply lock down 
the data when a breach is discovered, Yu 
says companies may wish to choose from a 
range of alternatives. Pop-up windows, mark- 
er files, and management advisories can all 
be used to flag inadvertent transgressions. 
Focus on risk reduction behaviors. In one 
case, Yu says an insurance company saw an 
80% reduction in incidents 20 days after 
implementing notification. In more than 90% 
of all cases, there were no repeat incidents. 
"It's very unlikely that you'll do it again after 
you get your hand slapped once," says Yu. 
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^ Best IT Offshoring Countries Named 

Gartner's annual evaluation of the best coun- 
tries to outsource IT operations found a good 
deal of reshuffling in the final Top 30 list. India 
continues to lead the pack, according to the 
report, but China's 
scale makes it the 
biggest challenger. 
The list included four 
new contenders: 
Egypt, Morocco, 
Panama, and Thai- 
land. Argentina, Brazil, 
Canada, Chile, Costa 

Rica, Mexico, and Panama were the leading 
outsourcing countries in the Americas. 

[ Businesses To IVIake IVIove To IVIac, 
Survey Shows 

A survey conducted by the ITIC (Information 
Technology Intelligence Corp.) shows 68% of 
700 companies polled will allow their end 
users to deploy Macs as their work systems 
in the next 12 months. The percentage dou- 
bled in the past eight months. The survey 
also shows half of the respondents plan to 
increase their integration with the iPhone for 
mobile email as an alternative to the Black- 
Berry. Laura DiDio, an ITIC analyst, points to 
competitive pricing, the popularity of the 
iPhone, and the ability to run Intel-based 
Macs with Mac OS X as the reasons for 
Apple's growth in the business sector. 

Yahoo! Shortens 
Data Retention Period 

Yahoo! says it will limit the time it stores per- 
sonal information related to Internet searches 
to three months, shorter than its main search 
engine rivals Google and Microsoft. The 
change comes in response to increasing pres- 
sure from privacy advocates and government 
regulators on search engine companies to 
change their online advertising and data reten- 
tion policies. Under its new policy, Yahoo! will 
delete the last section of IP addresses associ- 
ated with search queries after three months. 
Yahoo! previously stored such data for 13 
months. Google removes personal information 
related to searches after nine months, and 
Microsoft deletes it after 18 months. 

I Panasonic Proceeds 
With Sanyo Acquisition 

After working through several details and initial 
concerns, Panasonic moved forward with its 
plans to acquire rival Sanyo for about $9 bil- 
lion, or $1 .47 per share. The deal could close 
as early as February. The two companies have 
reportedly been working on a deal since late 
November 2008 and initially were at a stale- 
mate in terms of price. The combined company 
ex-pects to benefit from collaboration in solar 
and rechargeable batteries and a strengthened 
fi-nancial and business position. The combined 
company could rival Japan's Hitachi. 



Notebooks Take The Lead 



How Does This 
Challenge Your SME? 

by Chris A. MacKinnon 
• • • 

It's official: Notebooks are outselling 
desktops. IDC reported that, for the first time 
in the U.S., notebook PCs outsold desktop 
PCs for all Q3 2008. We knew this shift was 
coming, but what does it mean for IT? What 
are the new challenges facing IT managers, 
and how will they change their approach to 
PC management? 

PC Management 

Bill Margeson, co-founder, president, and 
CEO of CBL Data Recovery Technologies 
(www.cbltech.com), says the notebook is 
becoming the computing platform of choice 
vs. the larger PC workstation. He says, "The 
notebook affords individuals mobility, but 
not without risks to both the hardware and 
the corporate data stored on it. Notebooks are 
more prone to being bumped, jarred, and 
dropped, thus increasing the risk of physical 
damage and subsequent data loss." 

Margeson says IT may not have to change 
its approach to PC management, but simply 
extend it to encompass notebooks and other 
devices. He adds, "As enterprises face 
today's economic challenges, some may be 
transitioning to flexible office environments. 
While employers may reduce the total work 
space to house employees to improve their 
bottom line, employees who work remotely 
from the convenience of their homes or client 
sites do present challenges to the staff who 
must manage remote IT assets, which 
include notebooks and PDAs, but more 
importantly, the data which resides on them." 

Lee Highsmith, program manager for 
Lenovo (ThinkVantage Technologies; www 
.lenovo.com/us) says mobility, increased 
pressures for cost-efficiency, and reduced 
resources have driven companies to reassess 
their support model for PCs. He says, "Many 
organizations now rely on embedded tools 
and automation to enable users to be more 
self-reliant in managing their laptops. When 
considering how to support mobile users, the 
tools implemented must be manageable and 
customizable to achieve true cost reductions 
and improved user reliability." 



According to Dan McCall, president and 
CEO of Virtual Computer (www.virtualcom 
puter.com), IT managers at small to midsized 
enterprises have the same problems as larger 
enterprises with notebooks: They break, get 
lost, and get stolen. He adds, "Notebooks are 
more difficult to patch, and they have rela- 
tively poor backup capabilities. The differ- 
ence between midsized enterprises and larger 
enterprises is the level of investment they can 
make in solving these problems." 

McCall says SMEs will look for turnkey 
solutions that can solve three major chal- 
lenges of notebook computing: provisioning 
and patching, security of the device and user- 
data, and backup of user data (including 
recovering from a lost or stolen device). 

Carol Johnston, senior product manager at 
Absolute Software (www.absolute.com), 
says the PC management challenges faced by 
IT managers are, to a large degree, the same 
as those faced by those in larger corpora- 
tions; they just need to be addressed with less 
access to resources, human, and capital. 

Management Issues 

Highsmith says while laptops give in- 
creased mobility and help maximize user 
productivity, they also give IT administrators 
more to manage than desktops. He explains, 
"Administrators must consider the traditional 
issues associated with deployment and sup- 
port, but they must also consider the costs 
and risks associated with loss or theft of the 
laptop. Mobile users must have greater 
access to tools to make tasks like connectivi- 
ty and recovery simple and available 24/7." 
Recently, Lenovo announced plans to bring 
Remote Disable to users (Ql 2009). This 
capability allows users to text an SMS mes- 
sage via their cell phones to their mobile 
broadband-enabled ThinkPad laptop to lock 
down the PC if it's lost or stolen. 



In McCall's opinion, many of the age- 
old PC management challenges become 
magnified with notebooks. He comments, 
"Applying patches and updates is a more 
daunting proposition since notebooks are gen- 
erally not persistently connected to the corpo- 
rate network where they can be serviced off- 
hours. Patching can take longer and becomes 
a disruption to the end user, especially when 
patches fail. There often isn't an ability to do 
a deskside visit, and when patches go wrong, 
little can be done today to remotely roll back 
to a working system state." 

McCall says notebooks are also subjected 
to more wear and tear than PCs, resulting in a 
more frequent need to troubleshoot, rebuild, 
and replace systems. "This can be a time- 
consuming exercise for IT teams," he says, 
"and often they are only able to recover a 
user back to a standard starting point where 
all user personalization has been lost. Also, 
because notebook users may have legitimate 
need to add special software to accommodate 
home office or hotel peripherals and applica- 
tions, IT is faced with nonstandard system 
configuration." 

According to Margeson, mobile comput- 
ing devices can present daunting challenges 
to IT managers as they are tasked with the 
administration of their enterprise's IT assets. 
"The shift to notebooks isn't new," he says. 
"However, the popularity of notebooks pred- 
icates the need for their encryption, along 
with other security strategies and compli- 
ance issues for corporate data shared on 
PCs, servers, smart devices, and notebooks." 

Margeson says given that notebooks are 
more prone to physical damage, data loss is a 
reality. He says the need for users to back up 
their notebooks is critical. "Whether the data 
is backed up to USB drives, DVDs, or exter- 
nal hard drives, enterprises must address the 
security risks they pose." 



Prepare For The Notebook Shift 



Carol Johnston, senior product manager at 
Absolute Software (www.absolute.com), offers 
the following as the main IT management 
issues related to notebooks and what IT man- 
agement should do to prepare for the shift to a 
notebook-based enterprise. 



Increase recovery of leased PCs (90% of 
which are notebooks) 
Increase pressure on compliance 
Identify and deliver mobile upgrades 
Minimize risk of loss and allow recovery 
Determine what was on the missing system 



Standby, Hibernate & Power Off 



Continued from Page 18 
would not negatively affect users' productiv- 
ity and that the settings could be centrally 
managed. Werner began by first educating 
the users through the enterprise news portal 
and via email. After the power-saving set- 



tings were activated for 4,800 machines at 
GE's corporate headquarters, there wasn't a 
single call to the help desk regarding issues 
of interference with productivity. 

As part of its extensive power-saving 
plan, GE enabled the following settings on 



their desktops: Monitors were turned off 
after 15 minutes of inactivity, hard drives 
were powered down after 30 minutes of 
being idle, system Standby was enabled after 
two hours of inactivity, and Hibernation was 
enabled after three hours of inactivity. 
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How To 



Set Up A Redundant 
Data Center 



Key Points 



Planning for a redundant data center is no 
easy matter. Before obtaining initial esti- 
mates, IT managers need to come up with a 
clear plan that takes into account many fac- 
tors, such as location and capacity. 



Location & Cost 

Are Important Considerations 



by Jean Thilmany 
• • • 

Setting up a redundant data center is 
no small undertaking no matter its type or 
its intended use, experts say. Costs quickly 
mount into the millions of dollars — 
and continue to escalate — even for small 
brick-and-mortar data centers, says Dan 
Wilson, owner of Wilson International 
Networking. Wilson recently stepped 
down as IT manager for Osram Sylvania 
(www.sylvania.com) and now heads his 
own consulting company. 

Many businesses call upon their redun- 
dant data centers to ensure they can function 
as normal during a power outage or weather 
event that temporarily takes down the pri- 
mary data center. Many businesses that 
receive orders over the Web also look to 
secondary centers to ensure their Web sites 
don't go down with the primary center, says 
Todd Rychecky, vice president of sales and 
marketing at infrastructure management 
provider Opengear (www.opengear.com). 
Not every company needs a redundant data 
center, he adds. 

In fact, many companies don't, says 
Michael Miora, president of security- 
threat consulting company ContingenZ 
(www.contingenz.com). Even large 
Web-based businesses need to balance 



TOP TIPS 



Plan for unexpected setbacks. 

Investigate all approaches to creating a 
redundant data center, including those 
that don't call for physically building and 
maintaining a new structure. 

Consider the location of your second cen- 
ter. There are pros and cons for locations 
near or far away from your main center. 

When planning capacity, think long form- 
at least 10 years down the road. 

If cost is an issue, you can implement a 
redundant data center in stages over 
several years. 



redundant data center costs against the 
costs of lost business when their Web sites 
go down for a few hours, Miora says. 

If those numbers point to a redundant data 
center, you need to plan well before getting 
any initial estimates. 

"Companies that need redundant data 
centers really need them, but before they 
get an estimate, they still have to proceed in 
a firm, clear manner with well-thought-out 
goals and a roadmap," Miora says. 

First things first, IT managers must 
decide on the type of center they'll need, 
says Bill Peldzus, vice president for data 
center services at Glass House Technologies 
(www.glasshouse.com), which manages 
data center migration. 

"Even very large companies are doing 
what I call outsourcing [of] their data cen- 
ters," he says. "There are a lot options out 
there that differ from the paradigm, which 
is: I own my data center, and that's part of 
my budget." 

Companies that don't choose to physically 
site a new center can call upon a hosted 
model, whereby a third-party vendor hosts, 
and essentially owns, all applications, 
Peldzus says. They might also investigate a 
colocated model under which the applica- 
tions they licensed are located at another 
facility. The company essentially pays the 
vendor for upkeep. 

"In the colocated case, the company 
owns the servers, storage, and assets but 
[has] someone else actually manage it," 
Peldzus says. 

To create a redundant center, a company 
may choose to work with separate vendors 
that provide these options, basically mirror- 
ing the data center in two off site locations. 

Where In The World? 

If a company decides to go with a physi- 
cal data center for its redundancy needs, 
considerations run from labor costs to laten- 
cy issues. IT managers will need to consider 
the physical location, property needs, elec- 
trical costs, and layout before asking for ini- 
tial estimates, Miora says. 

If a company's primary center sits on the 
coast of hurricane-prone Florida, a backup 



center located far inland is obviously a 
good idea, Wilson says. 

But choose a location that is too far away, 
and latency issues come into play, Miora 
adds. Latency issues, in the form of informa- 
tion delays and lags, arise when the distance 
between source and the destination is so 
great that the real-time data-transfer effect 
isn't realized, he says. 

Too often, even IT managers fall into the 
thinking that data travels instantly, he says. 

"But the Internet isn't one giant wire 
from California to Australia," Miora says. 
"If I have my main servers in California 
and the secondary data center on the other 
side of the world — say Sydney, Australia — 
data goes through switches and nodes and 
so on. 

"The further you're going — more than a 
couple thousand miles — the more delays 
[that] are introduced. Therefore, getting 



In Wilson's experience with data centers, 
he remembers having to coordinate moving a 
2,500-pound piece of equipment to the sec- 
ond floor of a pre-existing structure; how- 
ever, only the freight elevator was safe for 
equipment weighing less than 2,000 pounds. 

"We ended up taking that thing up in 
pieces. We hadn't thought of weight require- 
ments," he says. 

Whether renting or building new, Wilson 
says IT managers must factor in and plan for 
other costs. Rack and cabling layout should 
be determined ahead of time because rack 
location and cable layout are difficult to 
rearrange once they are in place. Rack lay- 
out also plays a big part in heat management 
and affects air conditioning costs. 

"The biggest flaw is not thinking about 
airflow around equipment," says Wilson. 
"Air conditioning costs are going up 
tremendously with costs of electricity." 

Wilson also suggests managers arrange 
for a thermal study of the space to deter- 



Even large Web-based businesses 
need to balance redundant data 
center costs against the costs of lost 
business when their Web sites go down 
for a few hours. 
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something instantly to Australia becomes 
an issue," he adds. 

Unexpected Costs 

If you locate your second center close to 
the first, your company could save labor and 
management costs and avoid latency issues. 
Your employees could conceivably drive 
between sites. Choose a site that is far away 
from your main servers, and you'll need to 
look at having a labor force to manage the 
secondary site, Wilson says. 

On the other hand, Wilson adds that man- 
agers must remember that centers located 
too close to each other won't always be safe 
from a widespread power outage or national 
disaster in the immediate area. 

Company executives must also consider 
whether they want to build new or buy an 
existing property on which to site their cen- 
ters. The latter can be significantly cheaper, 
but it can include unexpected costs. 



mine the room's hot and cold spots. "You 
actually need hot and cold aisles that don't 
mix," he says. "You want these to extend 
the life of the equipment." 

But don't stop there. Wilson cautions IT 
managers to think long term when planning 
for a redundant data center. 

"Think ongoing costs," he says. "Think in 
a 10- to 20-year timeframe for equipment 
size and capacity. Think about what your 
company will be like down that road. 
Because the cost of this stuff is so enormous, 
you don't want to come back in two years 
and say, 'We need to expand it.'" 

With all those plans in place, you can then 
call vendors for estimates, Miora says. And if 
those estimates are shocking, don't despair. 

"You can always take a phased approach," 
he says. "If you can't afford a real-time mir- 
roring system, then you could start by build- 
ing a system that will give you guaranteed 
recovery in 15 minutes." 
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I SIX QUICK TIPS I 



Data Center Flooring 



How To Make The Right Choice 
For Your Data Center 



by Holly Dolezalek 
• • • 

Choosing the right flooring for your 
new or existing data center isn't a matter of 
picking the best linoleum to match the 
drapes. Here are some tips to help you 
choose the best floor for your application. 

Consider Flooring Type 

There are several common types of data 
center flooring. Aluminum flooring is 
poured into a mold and then ground and 
milled to precise 2- x 2-foot panels. This 
type is usually used in cleanrooms or med- 
ical applications where the particulate 
count must be minimal. Steel panels with a 
laminate on the surface are common in data 
centers that have more strict structural 
load-bearing requirements. 

Wood-core floors consist of 2- x 2-foot 
particle or wafer board panels covered 
by galvanized sheet metal. These floors 
may be prone to generating zinc whiskers, 
explains Craig Hendricks, president 
of DPAccess Floors (www.dpaccessfloors 
.com) in Omaha, Neb. These are micro- 
scopic filaments of galvanized metal that 
form as the metal degrades under the 
continued pressure of the data center's 
air conditioning. In theory, if these 
"whiskers" detach from the flooring and 
get into the airstream, they can be blown 
into the equipment and eventually cause 
problems. 

"There's definitely a perception in the 
industry that it's a problem," says Hendricks. 
"If I have a customer with an existing wood 
system who's contemplating replacing their 



floor, I strongly suggest that they go with 
steel or aluminum instead." 

Think About The Future 

Replacing the floor in a data center that's 
up 24/7/365 is a big chore. These facilities 
usually can't be shut down at all, much less 
for a week or so while the floor is replaced, 
so most companies replace the floor one sec- 
tion at a time. Each individual vendor usually 
has to send customer engineers over to shut 
down, move, and restart the equipment. It's 
also an expensive undertaking. Hendricks 
estimates that wood-core flooring is a less 
expensive option at $10 to $12 per square 



Consider Weight & Traffic 

A floor will last longer if you've designed 
it to be stronger where it has to be. "When 
you're rolling equipment down aisles, it not 
only weighs a lot, but it's concentrated on 
wheels, and the dynamics of rolling are dif- 
ferent from standing," says John Longden, 
president of Hudson, Mass., -based server 
workspace design firm Longden (www.long 
den.com). Because many flooring options are 
modular so that different types of panels can 
be placed or replaced in different areas, you 
can prevent excessive wear by putting 
stronger panels where the traffic is higher or 
the weight is heavier. For example, in a 2- x 
3-foot space where a power distribution unit 
will stand, you might need a panel rated for 
1,250 or even 1,500 pounds. But a steel 



1f I have a customer with an existing 
wood system who's contemplating replacing 
their floor, I strongly suggest that they go 
with steel or aluminum instead." 



-DPAccess Floors' Craig Hendricks 



foot, but steel runs at about $13 to $15, and 
aluminum is $25 to $28. 

That's why, when selecting a floor, you 
have to think of today and tomorrow. "When 
I meet with engineers and architects, I work 
with them so that what they choose works for 
today but also down the road, a minimum of 
five years," Hendricks says. "That's hard for 
those guys to do, but they're spending a lot 
of money, and they don't want to buy some- 
thing that won't work in a few years." 



BONUS TIPS 



■ Remember to seal your 
cable cut-outs. In a data 
center with a raised floor, 
you're going to have to 
include some cut-outs for 
your cables. But don't forget 
to include sealing around the 
cable cut-outs in your plan- 
ning. Without sealing the cut- 
outs, the cooling will be less 
efficient. "If you don't seal 
those cut-outs, the air pres- 
sure is lessened, the cooled 



air escapes, and you waste 
energy," says John Longden, 
president of workspace 
design firm Longden (www 
.longden.com). 

■ In your request for pro- 
posal, use numbers instead 
of words. "I try to get people 
away from adjectives, and 
suggest that they express 
their parameters numerically 
instead," Long says. For 



example, rather than saying 
you need a static-dissipative 
floor, specify the acceptable 
number of ohms and volts. 
Specify the temperature and 
humidity that your data center 
runs at, and the presence, 
location and temperature of 
hot or cold aisles. Include the 
weights of the equipment 
you'll have in the data center 
and whether those are rolling 
or standing weights. 



pressed-form panel, which is filled with a 
concrete aggregate, will have a much higher 
rolling load capacity and might be a better 
choice for aisles where heavy loads will reg- 
ularly roll. 

Conductive & Static-Dissipative Flooring 

Walking on any floor generates static 
electricity. But only touching metal creates a 
shock. "Static electricity by itself is not a 
problem to computers or data centers," says 
David Long, president of Staticworx (www 
.staticworx.com) in Watertown, Mass. "It's 
only a problem when it's discharged." 

That illustrates an important principle 
about data center floors: They can't allow too 
much electricity to be generated, and they 
also have to conduct it so that it is dissipated 
as it is generated. For example, if a carpet is 
rated at 3.5kV, that means that walking on it 
generates about 3,500 volts. But a good data 
center floor has to conduct electricity so that 
the charge is smaller if it's accidentally dis- 
charged. That property is measured in ohms. 
A material with few ohms (like a metal) con- 
ducts electricity very well, while a material 
with many ohms (like plastic) doesn't con- 
duct. Remember to consider both properties 
when you're considering a flooring option. 



Easiest To Implement: 

Buyer Beware 

As you evaluate possible floors, don't take 
anything at face value. "Some flooring materi- 
als are presented a little deceptively," says 
David Long, president of Staticworx (www 
.staticworx.com). "For example, you might get 
a floor that has certain electrical properties, 
but part of the system is putting three coats of 
wax on it, and those waxes sometimes don't 
work well when the humidity is low." 

Other floors may generate very little static — 
but only if the users wear special static-con- 
trol footwear. That's fine for a cleanroom envi- 
ronment, but in other types of data centers 
the floor has to be able to accommodate 
sneakers. Crocs, and other types of shoes 
that will generate much more static. "Think 
about a data center or a 911 call center or a 
command center, and you can see that the 
likelihood that people will change their shoes 
prior to entry is close to zero," says Long. 

Carpets are tested for static generation with 
the AATCC134 standard from the American 
Association of Textile Chemists and Colorists, 
and you might think that any carpet that pass- 
es that test is good enough. But this test is 
almost meaningless, explains Long, because 
it's conducted in a controlled environment at a 
certain humidity, and the testers are wearing 
booties, one made of leather and another 
made of neolite. "Nobody uses either material 
in a shoe sole anymore, and the results are 
meaningless because they're testing some- 
thing that isn't real." 

Best Tip: 

Remember Cooling 

The floor you choose can help with your cool- 
ing needs. The heat density of data centers has 
gotten higher and higher, due in part to blade 
servers and smaller spaces, and the floor is 
part of the delivery system for cooling. Per- 
forated panels at the right locations can deliver 
more cooling in higher-density areas, and so 
the more you know about where the heat will 
be highest, the better you can place those pan- 
els. With a modular floor system, you can 
change out panels and put perforated panels 
where they are needed if new gear is installed. 



You also have to make sure that electrical 
properties of any material are permanent. For 
example, a floor's conductivity might decline 
over time because its conductivity comes 
from a wax covering that degrades. "There's 
no point in putting in a floor and having it 
fail two years later," Long says. 
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WHAT'S Happening 



A Perfect Fit 

Chieftec Adapts Its Range Of Chassis 
To Fit Changing Market Dynamics 



by Drew Robb 

Cell phones used to be the size of a 
shoe, but now they are barely bigger than 
a credit card. The early laptops were 
heavy, clunky affairs, but today you can 
buy ultra-light models that weigh a couple 
of pounds. It seems that everywhere you 
look, form factors are getting smaller and 
smaller, and it's the same in the desktop 
and server world. 

"Smaller form factors are certainly 
one of the big emerging trends in our 
industry," says Mark Hayfield, director of 
sales at Chieftec (www.chieftec.com), a 
supplier of cases for desktops, rack 
servers, and other IT equipment. "As a 
result, the company has been introducing 
smaller cases, as well as chassis designed 
for specific markets, such as retail and 
home theaters." 

Covering All Bases 

Founded in 1990, Chieftec provides a 
wide range of premium workstation and 
desktop cases, rack cases, HTPC (home- 
theater PC) cases, power supplies, back- 
planes, and accessories for the technology 
marketplace. Its standard line includes 
seven chassis series: Smart, Mesh, Bravo, 
Uni, Office, Molding, and Hi-Fi. These 
are primarily tower and half-tower 
designs. But the company also manufac- 
tures casings for rack servers ranging 
from lU up to 5U. 

"lU to 5U chassis models are flexible 
in order to allow for configuration 



changes without changing the platform," 
says Hayfield. 

In addition to different sizes and a 
variety of chassis shapes, SMEs can 
choose from five types of high-perfor- 
mance power supplies: Smart, Super, 
Green, A135, and Turbo. Models range 
from 350 to 1,200W. These units are aug- 
mented by backplanes suitable for SAS 
and SATA disks, as well as case fans and 
mobile enclosures. 

As well as its commercial line of 
products, Chieftec has a comprehensive 
set of OEM manufacturing services, 
which include design, tooling, molding, 
stamping, painting, assembly, and deco- 
rating. With these offerings, Chieftec 
serves a couple of markets: OEMs that 
specify types of casings for their own 
computers and specialized system 
builders, do-it-yourself IT departments, 
and individuals. 

"Chieftec 's OEM capabilities allow us 
to build product for users with unique 
requirements in which a standard product 
may not be usable," says Hayfield. 

Form Factors Gradually Shrinking 

Although the company has built its 
reputation on standardized sizes and 
shapes such as the traditional tower, 
half tower, and rack, it adds new kinds 
of gear from time to time based on 
ongoing trends. This is most keenly 
seen in a series of modern form factors 
that the company has been introducing 
recently. 



"Technology changes quickly," says 
Hayfield. "Chieftec is investing in new 
designs and concepts for both consumer 
and business markets." 

The company is also currently develop- 
ing a collection of server products. 
Technology advances such as quad-core 
processors and virtualization allow for 
higher performance in a smaller footprint. 
Mini-ITX, for example, is a 6.7- by 6.7- 
inch form factor motherboard introduced 
by VIA Technologies. This product gener- 
ates so little heat that it doesn't require the 

^CHIEFTEC 



many fans that hum constantly in standard 
models. Thus this super-quiet system is 
often used in the HTPC market. 

"Mini-ITX used to be used mostly in 
embedded applications," says Hayfield. 
"As you can pack a lot in, they are now 
finding usage in low-cost PCs. As note- 
books grow in popularity, people seem to 
want smaller PCs and servers." 

He points out that a new case production 
line requires a lot of resources in terms of 
tooling, equipment, and manpower. There- 
fore, Chieftec is conservative in the adop- 
tion of new shapes and sizes. It is only once 
a form factor really gains acceptance and 
wider appeal that the company adds it to 
its repertoire. 

"We are introducing this mini-ITX line, 
as that platform is becoming more mature," 
says Hayfield. "We will have it available 
around the middle of [2009]." 

This is one of several products that 
Chieftec has been adding to satisfy soaring 
demand in the HTPC space. The company 
is also working on additional form factors 
for other markets. This will include a new 
chassis for application in POS (point-of- 



sale) computers, which is to be designated 
as the L Series. This design will enable 
POS equipment to be mounted onto a wall 
or other surface and will also include the 
display within the unit. 

"Chieftec manufactures quality, innova- 
tive, and affordable products to meet a 
diverse set of requirements for a dynamic 
industry," says Hayfield. "Our investment 
in the latest design and manufacturing tech- 
nologies helps industry-leading companies 
build award- winning solutions." 

80 PLUS-Certified For Energy Efficiency 

Another big trend that is gripping the 
computer industry is green IT. Therefore, 
Chieftec has been hard at work in this area 
via the 80 PLUS program. 80 PLUS is an 
electric utility-funded incentive program to 
integrate more energy-efficient power sup- 
plies into desktop computers and servers. 
Participating utilities and energy efficiency 
organizations across North America have 
contributed more than $5 million of incen- 
tives to help the computer industry transi- 
tion to 80 PLUS -certified power supplies. 
An 80 PLUS power supply on its own 
saves 130 to 140kWh per year compared to 
its predecessors. 

"Our Green, A 135, Turbo, and most of 
[the] Super series units are energy-efficient 
and 80 PLUS -certified," says Hayfield. 

Even as the company ramps up to widen 
the range of form factors it offers, standard 
shapes and sizes continue to predominate. 
Regular desktop, server, and rack server 
models continue to be in high demand 
among the more than 100 different chassis 
models the company provides. And to sepa- 
rate itself from the competition, its cases 
are typically more robust. 

"Chieftec uses premium 1mm steel in its 
line and 1.2mm on most rack models," says 
Hayfield. "This provides strength and dura- 
bility when compared with other market 
products, which are generally in the 0.6 [to] 
0.8mm range." 



THREE QUESTIONS 



ServiceKey Unlocks 
Business Potential 

Georgia Company Designs Service Offerings 
For Resellers, ISVs & OEMs 



by Joseph Pasquini 

ServiceKey TSS (Technical Service Solutions) is a provider of 
third-party IT maintenance services for midrange systems and 
networking equipment. The Norcross, Ga., -based ServiceKey 
caters to resellers, ISVs (independent software vendors), 
OEMs, and leasing companies all across North America. 

As an independent service and maintenance organization, or 
ISMO, ServiceKey TSS (www.servicekeytss.com) certifies 
channel partners to add hardware maintenance and support 
services to their sales portfolios. These services include a 
North American-based help desk and onsite technical staff 
for server, network, and storage equipment from a number of 
manufacturers, including Sun, HP, Cisco, and IBM. Service- 
Key, which is a Master ISMO, created the certification pro- 
gram in order to differentiate its channel partners within the 
support services market. 

Angela Vines is vice president of partner services at Service- 
Key. Vines, who co-founded ServiceKey in 2003, brings with 
her 18 years of experience from several previous sales man- 
agement roles, including engagements with Zetafax North 
America, London Bridge, IBM midrange distributor Dicken's 
Data Systems, and Symbiat IT. Her responsibilities today at 



ServiceKey include managing the company's sales and mar- 
keting structure, as well as overseeing expansion. 

■ What are the biggest IT-related issues facing today's 
small to midsized enterprise? 

Vines says that today's SMEs are faced with the twofold chal- 
lenge of maintaining their existing hardware investments while 
also ensuring maximum uptime with only a minimum of 
resources. "In an attempt at forcing customers to upgrade 
hardware equipment, most OEMs discontinue warranty cover- 
age," says Vines. "And for those enterprises who cannot afford 
to upgrade their hardware, finding a solid independent service 
maintenance organization that can maintain all of their equip- 
ment—regardless of manufacturer— and who can consolidate 
their contracts and equipment lists can be invaluable." 

While SMEs need to keep their mission-critical IT assets up and 
running. Vines cautions that enterprises should also pay close 
attention to their existing and soon-to-expire OEM agreements. 
"So often, SMBs find themselves maintaining OEM relationships 
so that they can ensure maximum uptime," says Vines. "How- 
ever, it is tedious to maintain various contracts, and it is not par- 
ticularly true that the OEM is best at maintaining equipment." 



■ What should Processor x^^A^xz know about your 
company's products? 

ServiceKey provides monitoring, data, and maintenance ser- 
vices through its authorized partners. According to Vines, these 
solutions can be activated without an outlay of resources or 
investment in additional infrastructure. 

ServiceKey's TIM (Total Infrastructure Monitoring) offering is 
designed to maximize infrastructure uptime by keeping watch 
on network traffic, application response time, database perfor- 
mance, and VoIP events. "By setting SLA levels, TIM will 
email predictive failures to ensure proactive responses and 
ensure a highly available infrastructure," says Vines. 

DPR (Data Protection and Recovery), another ServiceKey 
offering, is an online backup service available through autho- 
rized partners. "ServiceKey's DPR service is feature-rich and 
appropriately robust for the distributed enterprise," says Vines. 
"Pricing is based on the amount of compressed data stored, 
[and DPR] eliminates duplicate files and offers a safe and reli- 
able enterprise solution which requires no capital investment." 

■ What makes your company unique? 

Vines feels that ServiceKey's usage of the ISMO program pro- 
vides its customers with a more comprehensive and stream- 
lined IT infrastructure solution than would characteristically be 
available from traditional third-party maintenance providers. 
"ServiceKey has a nationwide network of partners who can 
provide a North American-based help desk, 24/7 support ser- 
vice availability, and flexible contract options," says Vines. 
"Working with an ISMO will cut maintenance costs by consoli- 
dating equipment lists, providing equipment-level service con- 
tracts, and co-terminating multivendor contracts." 

She concludes, "These options can streamline the support 
process, reduce downtime, and consolidate contract mainte- 
nance to a once-a-year event." 
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The All-ln-One Search at Processor.com makes it easy to 
research the products and technologies that are 
most important to you. 

1 . Go to Processor.com. 

2. Check out the links in the 
All-ln-One Search area to find the 
product category you need more 
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3. Click the link (be sure to ciick 
the More iinks if you don't find 
the product category you need). 

4. You'ii see a iist with links to 
every article we've published 
about that particular topic. 
Browse the list and read the 
brief descriptions to find what you 
need, then click the link to see 
the complete article. 
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